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(57) Abstract: Update of a master key and a media key is transmitted along with a key update block (KRB) through a key distribution 
system of tree structure. The KRB has a structure where devices constituting leaves of the tree have a leaf key and a limited node key 
and creates and distributes a specific key update block (KRB) to a group specified by a specific node, thereby limiting updateable 
devices. Any device not belonging to the group cannot decode the data, thus ensuring the safety of key distribution. Especially, in a 
system using a master key under generation control, an update master key is distributed by a KRB. 
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:^mBMit. mmt^mmm. mmn^mm. mm-&m:&^. mmn^:^ms 
mmmmmPf.. M.mz-:ru^^ A^mmmzmi.. itt. 7^mm(Dmm&ommm 
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P^±-r bT^ SCMS(Serial Copy Management Sys tern ) $R M tit V> 

SCMS«. ^ — ^#^^la^3 4bH^Ts ::r7^ — ^ ^ (3 S CM Sffi 

-^^T^-f >^ 7 ai-X (DIF) *^e>ai:trb. 7^-^5'i3^^S!l^C^oV^T> 

® S CM SM•^^3S•oV^T. n^Mi)^ ^(D^ — y' — COmMt: 

^f*6<JfC{i S CM S{s-^{i, — 7=^^" ^t^^— ^J' ;6s> jsr^-e ^ tf — :6sfF^ ^ tl 
^nt^ — :7U— (copy free) 0 5=^ — 4^ ^ 1 ^ n — A^fp $ tlT -5 
(copy once allowed) ■5=' — ^ $> ^5 , Xti n — As^jt^ tiT V^ (copy pr 
ohibited) t^— ^ ^ i) ^ „ 5=-^S3^{R!lJ3 43l^Ts D I F 

CM SM-^^l^tHf i)o ^UTs SCMSfB-^*^^ n t^ — :7 U — (copy free) h 
^CoTV^^J1^^3{i, :r-5^-< * S C M S ff-^ ^ % (3 5 -y"^ :^'^iZ 

mm-r^o S CUSm^^tK =i tf — ^ l ^go^^l^qr (copy once allowed) 

i:^CoTV^^:^-^C{i, S CM SM-^*:^ l^ — ^± (copy prohibited) t^^Mb 

■^^s. (copy prohibited) tti^-oXif^ ^m^lzit. ■^ — 'r ^ ^ y"— -S' 

ffiia^^^Tt)^v^o iiOcfc d s CM s bfeM^^f d c i:-t% ^-^^-f 

S CMSJ3 J;-p-C. mi'^m^mT ^^^-y" ^ ^^y"-^ ifi. m^iz 
bd>b3fe^e». S CMS cfc 5 ^3 s CMSfi-^fca^v^-r^^iffil^^® 

?> 3 ii*^ifimT-ssfei6. s CMS (Dmm^m^T ^m!i$.^nr^tii\,^ ^ - ^ 
^mm:tm^^tir^m^izi^, Mm-r^oifimmttn^o ^eir% -^j^s. dv 

3 yy^yy • ^ > A-efi^ D VD -R OM(Read Only Memory) 
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BmM^lZ'iito <t d ^-IStt^nfeD VD T-U-i'JZ?^ bT#^ e>ni)<. 
L*^b:feA5e>s D VD-ROM-eMffl^^^TV^Sn > 7^ > • ^ v:/;!/^^ 

^c-t-. *ttsiiA{i. 5fe®iit^aiJp.s 1 1 - 2 2 4 4 6 1 ^^jkm mm 
¥10-25310-^) mmmi^-^mmT ^Tz^crtmm OikT. 
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^ ^ T- 2g» -5 >{p e> -e ^ o 

^— D tB UfeS-^s ^5^:^5^A^::4bH^T^^t-^-^b^tlTBB^^t^■rv^i.7^— ^ 
Tfi. fli^®a^{3@;t©ll ^#^Tfe^s iffe^x';^^-^ 

-^fla^©7^yw ;^^-T"Bt-^fb bTt^i^ffls b. tzumi^^-^\.xm^\zBim 
^0.§©pi^ 



J 



wo 01/78300 PCT/JPOl/02963 



5 

mmn^mw. mmmmi3^. mmm-^i^'Sis ^v^'mm^mmi^. M.-a^izyuv 

mmmmummmi^p^mi.fz^^'^it^-^^my'-^izm^^^xm^^t^-^^ 
mi.xmmid,mmi=^i:i^m't^y'-'5'(Dm'^mm^mnT^mm^m u^ buibi© 

y'-^it. mm.(Dmmiimmmiz^\^^x^mtj^-^ :^ ^ -^~x ^ ^ a }^ 

:$.^m(Dmmmmmm.<D-'mmmmiz^^^x. mm^^-^ih^-^mm 
^e>t^x :^%m(ommmmimm.(D-mmmmi:^^^^Xs mu^ -Y^—itmrn 

^^^yu^^ (KRB) ^mmM^trji:b'j-y(Dmm$immmizm^ir^m^ 

Bt^>fb5a.SUfeHuiBHt-^<b^-:ifiSffi7^-^®|lifv=-^' ^§^L. ^-M^:7 
D-/<5' (KRB) om^Wm.\z.i^y^ ^ HulBMir^- K^-<£m^#-r^ tr. 
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(KRB) {is mmmwiz^m^n. mmm-^mm^m^. mmmmmi^t^i^m 
^^ai^nfc^— MirT^D «y (KRB) iz-oh^xcD^-^mm^mfjT ^mj^x-^ 

^e>}3s :^mm(Dmmmu^m(D-mmmmizi^\,^x. mmB^-^^h^-^^m 

m=T~^ \:L^^\^x-mumm^n^^\zn-t ^^my'—'^ (Dm i ©Bt-^^b^-^^j^g 
^^m=f — ^ \,zm-^\\xmmmmmmzM't ^mm^f --^ om 2 cDot-^Yb^^F-^ 

BuiBW^feMI§§iJRS5Sc L®Bg-^MS{3i5l.^T. -fi^lB^^Bt^&M^ tifctSft^S 
— =3F-^s BB@^f*III^0l3^^#:i?3iJ^-?rfe^5=^-f I D i:. 

Bui3i3^^a£^(ciB^-r-<§7^— ti^sB^^gffiiisij^ 

-^3Sr3V^rs HUIB^ 1 ©H^^-fb^-^^^^bs tulBW^m^^lJI^fe D (DBt-^® 
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© Bt-^ ^ - -r ^ ^ c i: ^ #m h -r o 

^:^BJ®t»$g|3^^g^D-^^{6^^itiJ^^T^ F^^S^^fe h ^ VJ^^J^- 
mm (ATS) ^Hm-t^ V ' U-A^S¥J^^^b. BulBHt 
-^^S^^fi, Bui3^fiB#^J«^ (ATS) (Ditm^tiTz 1 lik±(D^^^ y hifii^ 

mmy"-^ tmt^^mmmmm (ats) ^^tsy'rn y ^y=~^^:^onimmm 

memmmmzM-r ^^my'—s' om-^Mm^B e sTj]ynv:x2^izm.^xm"ff 
^^iz. :^mm(Dmmmummo-mmmmiz:i5\,^x. mmmmzMir^mm. 

f\.fz.-=ivi-mm'mmL-^mM Ls \±-mmmmzm'^\^\xi'&m%mznr 

(is ::i l^— <&SW-r-§)fcA6©=3 f — $ij^ti^^ bT® 2t:iyh®EMI (Encrypt 
ion Mode Indicator)^iiSiJ ^EM I tzS-:3l/>-tiB^^I^{::^t-^l3li5lff ® 

y - 1^ izmm(D y ~ }^ ^- t^mmn^mmmm (D V ~y ^- h^um Ls mm 
^mm^mit. mtimmimmmiz^MLrzm.^^-^fs^my'—'Sfizm-^i^^xw. 
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o 

H«ff:/p (KRB) ■^^mM^}ifji^^)~y(Dmmm&mm.\zm^t^m^ 

Ht-^'fbmSbfeBfiiB^-^^-:^^ffl7^--^®Mif7=-^ *§^b. ^-Mif^'D 

'y^' (KRB) (D^^mm\zi^y) ^ mmw^§iJ-\'^—^m.n■t^h}l^\,z^ m 
m.m Lr^mmy— ]'^-iz&-^\^^xmMm-^^-^mm7'-^(Dmm7'-^ 

^^iz^ :^mM(Dmmn^mmcD-mmmmiz^\,^x. mm^-wmyu y ^ 
(KRB) it. mmmmzmm^ti. mMiv^^mm^mt. m$Emmmi^ifi 
^m^tifz^—mmyuy^ (KRB) iz-Di^^xovM-^mm^mff-t^mmxm 

-^it. Mmmmii.x<Dm^^^ifiMi&ni-^ i^fiTzmmx^^). mnm-^mm 

^s^t-^m^x:^^^t^^mh-r^a 
^^{3. :^mM(Dmmw^mm(D-mmmmiz^\.^x. mm^mmmz^m^ 
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^^y'-'pizMLxm^-r^m^mmmmti: Lov'-^m^mmt. mmmmm 
m^mizMi^Tcm 2 (Dm-^^-^mm^'—i^izm-^i^^xmmmmmmz^m^ 

^m^mizm'iT-r^mm^^ir^zt^!^mt-r^o 

^^iz. :^mm(Dmm-^^um(D—mMmmz^\.^x. mm^su^mm^mits 
muw^n^mmtit \^ 0m^mmiz^\^\x . mmmmmmiz^m^ nr^^rt^m 

^ g {3 M ^ n ti IB ^ ^ g ® P ^ ^ — 2g) ^M ^ @^ ^ — h ^ m -r § 

m^nm.y=~-'^izm^(D^ ^ V )]^^—}i^mmv. mm-^:^^—^—. ^^^^ 

ID. h;!/^-. =Tn4 :xmM^ — }L\z^-5\^x^ y)\^miM^ — ^^WL\^. 

^(^\z^ %%m(r)m^'^^^m.o—mM-mmz^\\x. mwi^^^m^^xz^ 
t3#jf}n$nfc§MP#5ytifs (ATS) \z^'3\^x'f~-^^-^wm-^w<i^^y'y 

$g (ATS) ©ftiP^tife 1 Jii±o^i'5r-; hjb^e^&syn >;/ ^7"— iS' 

-^^-ii bT:rD V ^ :hm^-^m\.. mmzm.wkmz^m-^f\.fz^ 
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(ATS) ^^tsyu y ^^-'^m^onmmmx-^^y'u y ^i^- }^t^^ts 

fi. 3 tf — ^$ij|aip-r^fei6®3 \^—Un^^}L Ut® 2 if hCDEM I (Encrypt 
ion Mode Indicator)<&^jgiJ Us MEM I ^z:S-:3v^TBB^I^I#:A^ & ©W^feHfrO nj 
g * -r S ^ ^ r -i. CI ^ ^ Ji^llic 1- i. o 

^ ffi V ^ r IB^ f*: ^3 ^ -r ^^1^ - ^ © -fb ^ H ^ H -r § Bt -fb =^ - ^ ^ 

^i-i)fe^©Bt-^'fb^-^^ffl7^-^©Mif^s^^ff-r-i.Mff;^5^ ^> rt. BO 

— bTHuSBiB^^JE#:{::ISIl^-r — iJ' ©Bif-^^]® <£||ff ^ Bf-^^S;:^ 

^5.^3, ^^B^cDtf#i3^;5^©-^^ifii«^3^'v^•r^ BuiBBt-^Yb^-^jsfeffl 
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M^:/D^^^ (KRB) ^Mff^^2:«K§ y-:7®M$g|B^^«JciB^|T^-g.^^ 
l!$>Ds tulBMffXT^'y BulB^ — Mff 7*D ^ (KRB) CDBg-^^^Stc: J; 

HU IB Bf Y b ^ - ^ ^ M 5^* - ^S' ® 1ft f^i » IB ^ 0$ Itt -f-^ II h b T HU IB SB ^ J« #: {3 

*&M -r 7^ >y r ^ ^ tf c i: ^ i: 1- -s o 

m 1 oBt-^-fb^-^Efi^fflT^— ^^3So-v^TtulBf3^^m^c^-r^^&^W7=^— 

1 ©Bt-^^b^— ^^J5£b-CM^ 1 ©B^^^b^- 13^-^3 < Ht-^'fb^S^BfllBt& 
$1^7^— ^t3^b-t^^T-ri)^^i*){3, Bul3» 1 ©Bt-^-fb^— :£s£ffl7^-^<lrHuiB 
tB^^^Ef*t=l^lrtt-^S-^m^©J|®;&: L©5^-^ Hg-^^a i:. BulBti$g|B^^m (3 
P^iii LfcS 2 ©Ht-^<b=3!^-^^ffl7^-^5' ^:Ia■:3V^T HUa3iB^^#{3>tt-r 
— ^(DM 2 CDBt-^-fb^— LTMH 2 ©Bg-^-fb^ — 13»-:5 < Bf^-fb^aS tu 

^?>t^ 2|s^B^©t»^SiB^:&^©-|l^{gSI1ti3^5v^T^ Bfjl3Bt-^^s;^7^'y r 
fis tul3S^^#&ftiJPS55: b©Bt-^^!aiiJ3*5V>T. ii$gHB^^gi3*SM$nfe1ftf^ 
^S$ti;t^;^^-:3r-i:, iB^^JE#:|ll^©lBM^««S'j^T'^i)7"'f i d 
i:s tuB3IB^^^#:J3iBe-r-<§5^-i$'@*©^^ tiffilB^^®©ig 

S"J^"eS)-5-5^^N*'< I D iit^s^VNT^ -f h;na^^— -f h ;i/H 

*^-^3S•^V^T. BuiB^ 1 ©Bt-^^fb^-^^fi^L. tulBm^^§l$iJRg^ D ©Bt 
-^^]S^3i5V^-C. ti$SIB^^»^c^SM^nfe1ft'f^i^li$:^^}tv;;^^-:3F-J:. §3 
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y'-'5'm^(D^ -( mnmmmm.cDmm^—-^^^^'^-^^ T.mm^- 
mm (ATS) ^itiaT^ h^y;^^^- h - h v -j^mmxy' y y^^L. m 
i3fit-^®s;^7^y rti. mm^mmmmm cats) (Dnm^ntz i ii}.±o^'i^ 

"T—^^Lmm^mmumm. (ats) ^^tszruv ^v'~'^m^(DntK\mux^ 

^—ummmizm-^^^xmmmi^izMT ^mmm^o-m^^mm-r ^ ^ 
^^iz. ^mm(Dmmmu:&^(D~mmmmizis\,\x. =i\f~^mmt-^rzisb 

t;— ^ij^tf ^i: UT® 2 tf^v h ©E M I (Encryption Mode Indicator) ^I^S!J 

KEM I izm^^^xmmmmzMir^mmm.noD-pj^^mm'r^^t^mm, 

- i'izmm(Dj~]^^-t^mmm-^mmmm(D v~y ^-(D^ptj: < ii%\.^-rn 
t'^m\^^xmmmi^iz^m^titzw^^y'—'S^(Dm^mm^mnT^m^^—^^ 
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~^it. w.m.(Dmnmmmm''Zii\,^x±^mts^-^:^i^-^-'5^^zt^nm}it- 

S o 

^e>(c. ^mm(Dmmm^-:bm(D-mmmmiziih^x. mmm^^-^^my' 

^?>i3. :^mm(Dmm.n^:^Wi(D-mmmmiz^\^^x. mu^-h-^-i^mm 
{.xm^^th. mmmmizm Lx ^ - K^-^T^spgJioy 

mm^u^y^ (KRB) timmMmttji^ v-ycDmmn^mmizm^-r^mm 

T"fei5s mBWrn^'ry yits HulB^ — Mff:7*D >y ^ (KRB) ©Bf-^^S^Cj; 

^^iz^ ^mm(Dmmw^:&m(D-mmmmi:^^^^x. mt^m^^-^mm^ 

^^iz, :^mm(Dmmn^:&'^(D-'mmmmizt^\^^Xs mmt^mmmzmm^ 
tiTzm 1 (Dm■^^-^^my'-'^^zm':3\,^xmmi^immii^lzmm^tlrz^^^9'— 
^ izM-r^m 1 (Dm^=ir—^^i^\^xmm 1 (Dm-^^-izm^ < m.^mm^mm 

mmmizp=im\^tzm 2 (Dm.^^—^m.m'r—'^ izm^^^xmmmmmmzm^-^ 
ti/tBf-^T^-^ iznr^m 2 om-^^-^^mi^xmrn 2 om-^^-izm-^ <m. 
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mmi'x-^^y'n^ mm-^T.^—^—. 7^^:^^id. 

^e>ic. :^m^(Dmm^0E,:f3m(D-'mmmmlz^\^x. mmm^mm^t,. m-^ 
tirz^mmmmm cats) izm-^i^^xy^--^ mtimm^mnir:^ y ^ >:^n-^- 
(ATS) (DitiQ^titd 1 lil±(DJ-^^^y h d^?>:&i. r/D y ^ y'—'$' izM-t ^m.-^ 

mmiz:f5\^^xit. mWiM.^^—^mmy'-'^tmm^mmMmm cats) 
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©zr l^— gj^ti^gi: Ur ® 2 t^y h©EM I (Encryption Mode Indicator) :^ig| SO 

KEM I ^Cg-:3l.NTi3^^I{*l3*&^$tif::7"-^©:M^*^f CD q^S>&ftIi^t- 
-^'(b Lfe:^-Mff:7-o >y (KRB) ^tS$i^L/rCi:^i|^a^i-r^«^iB^*««: 

35 § o 

^^\<z^ :^mm(Dmn%^mmi^o-mmmm\z^\,^x. mmLmmmmiz^x^^x 
$?>t3. :if^%m(Dmm^mmi^(D-mmmm\z^\,^x. mmm^m.m.\z^^^^x 

^ 5L\^m.^^-^mmy'-'^\zm^^ni^>mm^^m\.tzmmx^^^}L^mm 
^io\z. ^^m(DmQ(omm\±. mnummi^^m^itt ^mmmwm^i^mmx 

J3ct !9 Bf-^-fb Lfcap-||§f:rD >y ^ (KRB) ^^&M-r^p<^ U IfiiBpi^'J 
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izmifii^nrz^-mmy'ti^i;^ (krb) (Dmmmmm^i^iM-t^m^TK^Mm 

MiWL. BuiB$Wg|5(i. Hui31ti:fiiti$S®BulBI3^^i*:J3^-r€)»t3i^SiJ^^^ 

m^^hvfz^—mmytn y ^ (krb) u {c^iirti-i,x5^>y rj:. tuiB^ 

^ 'J fC*Si^$tlfe^-Mif y (KRB) ®BulBi3^^^<*:(wM-r^S^p2.5^^ 
:4i:^B^®i3^^^^^*:^^g7^^0-^^(gig^^343V^T. tulBp^^Utc, ^ 
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IB *&M ^ n 7^ - iS' © 5H. S § II •& m ^ ^ - i ^ -r 46 

r t:: i5 r Mff ^ 5^- ^ -r ^ L T BulB 

L < ltmmm^^if\-LX. =i>7^>^y7=^-^©i3^^#;-\©IB^*> U < JitB^^^ 
MPEG 2 TSJ-^^^i/V (packet) Jib. C®yt>Jr «:/ h J^gB^^g^^^it 

LfeB$^jti$gT'$>^ AT s ^i^mi^xmmr^o at s{*2 2 tr>y 
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:^^m&(D^>V2^^t^^^o ^CIT-. A T S ^Arrival Time S 

tamp (miwmM:^^ yy) ©H&T'fe^o mmimt(Dx>t-o(Dyu>y-^ (-t^^) 

TSy^'ir>)/ h{cATSjeitT-^<nt:-$ijPSt»fg(CCI : Copy Cont 
rol Information) ^) UTIB^ A T S J: C C I v^r ::^D >y fi^— 

mitts *^B^©«IBtB^S^aB®^^#!l ^^t-T'o <^mr'^ 

^ o 
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■riiT'&?)o 

me it. :^mm(Dmmiimn^mmizt^i,-^^ h^>^yr^-h ' ^ h v-A (t 

^7 A~Ei7 C{is 2^3^0^cDfSfggB^:g^^M{:::feo-C^S^n^ h^>;;^5K 
13 8 {is *^0^0W$6i3^:^^^@{^43{:)-^ h ^ h .;:ihU-A (T 

s) ^si^®tDm^^^-r:7D ^^mir-^^o 
^9 {is :^mm(Dmmfimn^mmi:^:^if^h^>^n'^~h'Xhv—j^ (t 

S ) 3!fl.S^^® ^tn r r n <^ El -e & S o 

0 1 Uis :$:^0^®tt$EHB^S^^fi{c:M-r€) x';^^-^-s ^^^^iT'dp-^ 

H 1 2 A:s^^'0 l 2 B(is *^0J®t«^HB^S^^@{c:^-r>l)-x';^^5'-^-s 
^ ^^-Y T^— ^©il®@3^{c{tffl$n^^— Sif:?'n -y ^ (KRB) (DM^m-r 

mi 3 {is ^mm(Dmm^mm^mmi:^:^i,i^^-^:^^-^~-(D^~mmy'u 
^ (KRB) ^^mLtzm^mtm^mmm^^^-tmxi^^o 

mi 4 {is ^mM(Dmmmmn&mmi:i^\-^^-^y^^-^~-(D^-Mmyu y 
^ (KRB) ^^mi^r:im.-^mmy u-^^^-trnx^^o 

mi 5 {is ^mm<Dmmmmn^mmi^:Bi-^^^>y'>ymmmmiz:Bif^-^ 
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iz^iir:by'~~'^mmmMm(Dm^itmm^mm-r^y'uy'^m (^©i) r-fe^o 
iz:isi-f^y'~^$immmmcDm'^ibmm^mmi-^yuy^m (^©2) x-^So 

{^*?w§^-r h;na^^— ©:i^^!fl.s:7 n— <^^-rEi-e^^o 
1212 ^mm(Dmmmmm^mmiz:!s\^^rs w^mmmm'mmts^iyxy^-A 

13 2 3 (i. :^mM(Dmmmmn^mmi:^^^^x. w^m^Mm'njM^tj^^yxy^L. 

112 5 (i. :^m^(^mmmm.m^mm.\:i^\^^x. n^^^mrn'mmtai^xv^i^ 
112 6{i. -^%m<Dmm^m^^m:mzi!a\^x. m^m^mm'^mtniyxv^i:. 
^ (KRB) -^^m\.fzm^mhm,^mmm-^7rsrux^^o 

^ (KRB) ^Mffl Lfe«-^^317 n-^^-rHt-fe^o 
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-J ( ^ ® 1 ) T' ^ o 

'^^'lll(^®2)-eag)§o 

S o 
^ o 

I2I3 6{i. :$:^BJ©«$gsB^II^^B{3i5V^•r. ^gB*^ ^ K R B 
^iO^bTgitb. iBM^#:f3t&i^-r^«?fi£i: b}tHB^W^^g^J5£<^S^-r::^n 

113 7{i. ^^0JOti?giB^S-^l^m{3*5VN-rs ^g|5A^e>KRB^jlft^|g^ 
^^^btS^tb. IB^^l<*:t::*&i*i^^^a{3ov^-r5^-r7*P y 

*^btg{sb. HB^^ii*:jct&M-ri)$a.s:7 D-^^-rnT-fe^o 

113 9(i. 3js:^0joti^|B^||^^g{3*5VM:s ^§|3A^^KRB>^il{t^^^ 
^fe^bT^ftb. IB^i^^t::tS«-ri)^aiS&IJJ0^^€)^T'fe-g>o 
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114 4(i. :^mm(Dmmmmn^mmiz^\.^xmm^ti^mmmmmitt:m:m 
0 4 5{is ^mBM(Dmnmum^mmiz:$s^^xmm^n%^-mmro -i^ 

(KRB) (Oy yf — -^ ^y hm^TjkfMXib^a 

m4 6 A~ia4 6 ctt. ^mm(Dmmt^mw^mm\z:ss\^^xmm^ti^^-w 
mru^y^ (KRB) <D^ ^'(Dmm.^mm'r^mx^^o 

m 1 ^i^ :^mm-^mm\^tzmm.m^mim. i o o ®— njs^flip^^^-r^n ^ 

lax-afe^c iB^S^^g 1 0 0 fi. Attl:;^ I/F(Interface) 1 2 0. MPEG 
(Moving Picture Experts 6roup)n— T^y^ 1 3 0> A/D, D/Ai^V/^— ^ 
14 1 ^m^fzX\hti I / F( Interface) 1 4 0^ Hg-^^S^^ 15 0s ROM 
(Read Only Memory) 16 0s CPU(Central Processing Unit) 1 7 0s 
18 0s t^m.mii$- 195®h*-7-f:/190s ^?>lCh^>X5K— l--:^h'J— A 
(T SBS^©) SOO^^bs 1 1 0 t3 J:oTigsi3g^ 

x\i^t5l/Y 1 2 ofis ^^3*-e.«^$ti^®i^s ^p^s rn^^ A^£D#M 

tZs ^N';:^ 1 1 OitDT^'f S^^;i/ft-^^^«Ls :{^^PJcai;^-r-5o MPEGzj-t^ 
>y ^ 1 3 0 {is ^N*:?^ 1 1 0 ^^bTtt^&^n^MP E G^-^'fb^nfe5^-^ ^s 
MPEG7=^=i — Kbs AaJ:b I / F 1 4 0 I3ai;f3-r ^ % {3s I / F 1 
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4 0 A^e>#t^$t^^7^'f i^^ )Vm^^UF EGni^u — KLT^i;^! 1 0±t3£H 
tJi-^o Xthtl Iy'F140«. A/D, D/ArJ >>'\" — ^ 1 4 1 >^|*I/^U-rv^ 
^<,Aa*I/F140(i. ^Uti^<om'^^tl^:=i>7->^y ii \.X(DT^u^m 
■^S^ftUs A/D, D/An >y\' — ^ 1 4 1 t?A/D (Analog DigitaD^I^-r 
^^h'^. ^ LT^ MPEGn-T^^:/^ 1 30 til :tJ f i> i: i: <fe 

t;. MPE G=r— ■7^>> ^ 1 3 0 A^?>07^'f A/D, D/A3>7N' 

— <S7 1 4 1 t:D/A(Digital Analog)'^m-r § hT'. T ± □ <7{t-^ i: UT s 

Bg-^^a^® 1 5 0 fi. 1 5^ L S I (Large Scale Integrated 

Curcuit)T^^^nx ^^7. 1 1 0 ^^0^ b t tl i) =J > 5=- > i: LT®^f 

Ht-^MS^^ 1 5 0 « 1 rL s I ^3|5se>■r^ v y v fp :^T^\tJ\~- k 

ROMl 6 0{i. SB^H^^g^f^EI^tcDs ^ § IBM^^ 

l^§o CPU 1 7 o{is 1 8 0 {::iBii ^nfern^^^ A <&lifT 1-^:1^:1:% 

MPEGn-T^y^ 1 3 5 0 ^<fe©J|a|-r -5 o ^^U 1-8 0{i^ 

^?|JX.{^^ ^ 'J T-s C P U 1 7 0 ;b5^fT-rS rn A-^, CPU 17 

mn^'^mtamumWl 9 5 ^^Hmt- §il IB^^^^*:! 9 bt^^^^i^ 

^ Jiy"—^ ^m^tHL (S^b) ^ ^N";?^ 1 1 0±tcdi;^3-r-Sh ii'felcis ^N*;;^ 1 1 

0 ^^^b-c^i^^n-ST^-f ^ iB^^fi^f^: 1 9 5 izw^iyxmrn^"^ 

i>o ^fz. rD^7^A>^ROM16 0{c:. 7^>'nM U 1 8 0 JcilB^-T 

^mmii bT^)ctv^o 

IB^^«#:l 9 5(i. m^it. DVD. C D^©^^^ ^ ^MmT^i-^^^. 
-^©flBitRrH^*c^S#:t?^ *|im©B^T'«s K^-f 9 0 t^bT*J3J6 
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W^ilbTcDATS (Arrival Time Stamp : *MB$^J:^ ^J' > r) ;6^|§^^tlT*5 
-efe § T - S T D (Transport stream System Target Decoder) ^ ^ -^^S; 

>;^^— h 71^^;/ h izHin^ ntz AT s izx^xmm^ ^ ^ y^^mmir^o h 

5 >X:}t- b • b .U-AjiaS^^ (T SMS^©) 3 0 0{i. Cltl6©9JBS 

^'yb®ttj;d^-f^ >^^$iJiKi-r^ A^Rltgii^fe-So b^>X5j?-b • :^ b <J 
— AiJaS^^ (T S^S^^) SOOfis D VD^©B3M^«#: 1 9 5-\CD5^ — ^ 
f3^Nf{-s # b ^ b>'^•^^y bcDA;^^'f ^ >^^^f-A T S (Arrival 

Time Stamp : ««B$^J;;^ ^5? > r) ^itMLxmm-t^o 

:^mm(Dmmtn^^m i o o{±. ±M(dat scDmu^nrz b^v^^j?— b;^ 

b y — AlZctoT^^^tl^n >5^>^>'^C■ov^T^ Bf-^^ilS^^ 15 0 IZiB^^X 
f^o ^e>tc:. Bi-^^as^^ 1 5 0 iis IB^J^^*: l 9 5 tl&^^tlJtnt-^'fbn > 

7^yy(DU-^mm^mnir^c :in^(Dmm(Dmmiz-^\^xit. mrnxmrn-r^o 
^4b% n 1 iz^iri^-^mm^m. 1 5 0. t smm^ms 0 ofi. a^^^^^c 
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m^^iD-^tzmm^^-^xmmir^ms^tLX'h^i^o 

mmtLxommmi^^ y-^y oL-x (i/f) 2 1 ot^^mBitmrnx^^b^. 
:i(Dmmt^i^2 0 5 ^mcDmrnn^mmizmMLx ^y=—'5' (Dmnii^. m^72^^ 

mz. m 1 2 0EiMn^mmizi5i^:hmmmmzMi-^y'—'^mM 

9 5 ^rHB0■r^:^'&^3:fev^-c{i^ 1213 (A) (Dy u A' ~ V iz^^ tzmm^M 

m^lt. IEEE( Institute of Electrical and Electronics Engineers) 13 94 
V T)\^^^xm^lS\-\.X. X\iLti I /F 1 2 0 \Z^^^iix^ r S 3 0 1 

(ClSVNT.. Xmti I/F 1 2 0{i. ^^■^n^y'^ i^^ )v::jyy^>y^^m\^. 

^'A-;^ 1 1 0 L-Cs T smm^^s 0 oizmtii-^o 

TS^S^^3 0 0{is >3/ rS 3 0 2 {3^5V^T^ h ^ > J?^ — h h 'J — 

A^^figf S# h ^ h ^l'^- y h t AT S ^nini^fzyu y ^y' — -^ 

^UTs 1 1 0 Bi-^^S^|g 1 5 OlzmtlT^o 

m-^^m^m. i 5 O Jis «y r s 303 ^wisl^T^ ^MLfe7=''f s^^5';i/=i > 

>^ 1 1 0 ^^^LTs :ri 9 0^ $>^\,^itmmmi^l yF 2 1 0 Jci±J;^jf -So 

m^^h::i>y^>'^it. K ^ ^ 1 9 0 . ^ V^^IB^^<*: I / F 2 1 0 ^irt> bT 
SB^^If* 1 9 5 tlB^ (S 3 0 4) ^tis SB^^aS ^i^^T o Ht-^^fl-S 

1 5 0 iz^i-f :hm^mmiz-^\,^x iimmxmm-t ^ o 

^C4b\ IEEE1394i^ 7';i/^\';^^iO'U-Cg^UfcS»*BSP^T% 5^ ^J' ;i/ in > 
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^n^mmX-^^^'J --^^^:^^^ts Sni^^r^X. 5CDTCP(Five Co 
mpany Digital Transmission Content Protection) (Jy.T^ D T C P V> 

7^ Us ^{g{Pi|{3*5V>Tx ^cDBf-^-fb^tifeT^-f i^^;i/i3 (Ht-^^brn >7=- 

lXF12 0(i. ::^y^ ^yyS 3 0 IX. IEEE1394f>' U iF;!/^-?;:^ ^^bT^-^-fbrj 

>7">^:/^§{ibs ^©Bt-^'fbn y^^^^i'^. T> T cpizM^izmmLxm^\^. 

^:^(D=iyy^yyt\^x. Bf-^^s^© i 5 oizmtit^o 

^A&e>n§o ^L-Cs ^mmx\-^. ^(Dm-^^t:=i>y^>yiz^^n^=^~-<Dwm 

-^{ilDs ^CDBt-^'fbn>^>»3;t3-^^tli.7^^*0^^ ^ V^^T-^HbT 
v^<ci:T's Bf■t'^bt-fflv^?,n;fe^-A^:gfeJ5e^tl^ Bf-^fbrJ >7^>iy>6SM-^$tl 
?>o -fibs Z.^Xi,t. m-^ih:^>y^yyiz. ^(Dm^^n^TclsbcD^'-i^^^ti 

^CDt-t^o ilClt'. D T C P iZoV^Ttt. 'fi?>I;lt±\ http://www.dtcp. com® URL 
(Uniform Resource Locator)T#^^ tl^ W e b^—S^CiJt^Ts ^ > y ;< 
> 3 :^;v>'N* — 3 X Informational Version)0SiM A5pjH^"^afe ^ o 

^©^s^3ov^■r^ 03 (B) 0y t3-^^—hizm-oxmm-r^o T±a^m 
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XmtJl /F 1 4 Oit. T^y^^^yS 3 2 1 ^3^5^^Ts ^ (DT i- XJ ^ n y y y ^ 
SMUx Xy^^yyS 3 2 2lzm^. P^m-T^A/D, D/ A u >^t — ^ 1 4 1 f 

^(Dy" ^ )l^:3yy^yylt. MPEGn — 7^-/^13 0 Izm^^tl. -7. J- -J 
rs 3 2 3 fZiJV^Ts MPEGJ^>3-h\ IP *,MP E G;Eli^3 J; ^^gp-^Yb MS 
A^^fr^tL^ /N*;:^ 1 1 0 Bg-^^mS^^ 1 5 0 Xz'^m^fx,:^^ 

WT^ ;^7^^vrSS324. S325. S326 tc::j5VNTs H 3 (A) 
>y7*S 3 0 2. S 3 0 3 ^34b*{:j■^$^LShlHl«cDMll>bs^Tfc>i^§o -r^SttJ-fe, tS 

^a.s^^3 0 0 J; § b ^ >;^7jt— y^n^T-j b fc^-ri) a t s#;!jas Bt-^MS# 
5 0 {3i5{:j-i)H§-^-fbMS>6s||fT^n^ ^(D^m^^ti^m^ih^yy^yy^. 

ikiz. amii^i!^ 19 5 i^lB^^ tifer: >7^> ^n^VX^ y" -i )V :3 y y- 

yy. $>^\^^i^T±u yy'yyhLLxm:;fi-r^mmiZ'D\,\xm4(Dyu—iz 
u^xmm-r^o y^-i i^^)]y:=!yy^yy hi^x^^izm ti-t^mmi^m 4 (a) 
® 7 D-^ir— b LT^ff ^ti^o -r^&^D*.. i^-rm^jnz^ 

y 4 0 1 i::43VAT. F ^ ^ 7* 1 9 0 :Si{iHB^JIf*: I / F 2 1 0 13 J; oTs 
sB^^^i* 19 5 i3aBa^ti;tBf-^'fb3 >7^>^yAs^^iil$n. 110 <&:fhb 

Bt-^^s^^i 5 oiztati^^n^. 

V^^^mm^m 1 5 OXlt. ^T^^y 7*S 4 0 2 ^3i;v^■r. K^-C :/l 9 O^KilB 

mmi^iXF2 1 ot^^m^^ti^sm<h^yy^yyi)m^mm^n. m-^y"— 

^ifi^^T. 1 1 0 >£^b-C. T S^!Q.S¥©3 0 0 {3tti:^^n^o 
T S^!aS^^3 0 0 {i. y^T^'y rs 4 0 3 t^iJt/MTs h^>::^4?— h;^ h u- 

AT Sl3j;Sbfe$iJ^ll^||^f bT^ ^N-;:^ 1 1 O^^bT. X&>f3l/F 1 2 0 \Z^ 
l^-r-So AtB;^j I / F 1 2 0{i. T S^S#©3 0 0 A^e.^x-r i^* ^ ;i/ 13 > 5^ > 

:$^^Pl3tB;t» b^ :^^MS<£^TTi.o ^CBs T S^5i^© 3 0 0 ©MS. 
Bg-^MS^© 15 0 t3:fe i^^5';i/:3 > 0^-^MS^3ol^■r 

^*5. AaJ:b I//F120(i. ^5"^yrS404-T?s IEEE1394^> U 
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ttS^tiib. ;^5^^>'7'S42 1. S422. S423 t:fe^^r. 114 (A) (D^i. 
7^^;7-S4 0 1. S 4 0 2. S 4 0 3 i:::}3»i)Jl-^i:^n^tl|5]il©$a!3S;!)S^Tto 
tlx cn{c:<i;D> Hg;^ms^^ 1 5 0 {3^5^.^•r^e>n}tm■^^tl;^c7^^ 
>7^>^y{i. 1 1 OS^Ut. MPE G:3"7^>;/ ^13 0 

MP E G n — 5^ ^ 1 3 0 -C'fis ^ s 4 2 4 5^ -f ^J' ;i/ n > 

y^yytmi>^G^u-Y. m^w^Lmmtm^^-^n. xmti i /f i 4 o 

^$n?»o Ai±\;tf I/F140{i. ;^7^yrS424 ^c43V^-t. MP E Gn-T^ 
>:/<>130lrMPEG 5=^=1- h'^tlfex >f i^>S';Vn P«g]^-r S A/D , 

D/An >^N" — ^ 1 4 1 XD/A^n (S 4 2 5 ) bt. D ^ri > 7^ > 
T^o ^bT^ ;^7^';/7'S42 6 AttS:^ I/F140tt. ^(DT'i-u^^ 

= 32) i:)feo■rv^§o 

5^^Bj7?«s MPEG2®TS (h ^ >;^:}t— h • j;^ h U — A) y'^'^r y h (1 
8 h) fCAT S^nmLX 1 9 2>'\*^ h t br. ^n^X^*46T 1 :7*D 

.y^Q)^^^ i:bTV^^o ATS{i2473ii3 2t:>y h £D«{tB#^J $ ^"T t'- ^ 
T-feDs ^feSJ^B^ bjfe^ 5 Arrival Time Stamp (*MB$^J;^ ^ > r ) ©fllgT* 
$>i)o AT S{i#>'-^'5r>y h CD*itB$^J{::ji& b > ^5^* Ai^© fe ^5 7^- <$7 i: bT« 

^tS^n^o i3^^#:ot>i:oo:7D ^> ^ (-fe^^^) A T s >£#Jn bfe T S 
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h ^y:^^^— v^h V — 2^^mmir^^yti y^om I^EOT S/^^y hizH 
^ >^Att®$)§ AT S ^fflv^TBt-^{bffl©:;^^ y ^ ^ :i t 

mh^xytjy^m(D\i^^^hmm^mn-r^o i^tz. at s^m^^xyu ^ ^ ^— 

^*5s m5 iZ.Tj^ty'ti y ^ • \^ (Block Seed) {i. A T S >£:-^tf#*Pti^ 
•trfe^o ^ • i^- Kfi, ^^{3ATS;^{:tT'^< nf-$iJpiti#(CC I : 

Copy Control Information)*#;!jn L^^^i: ^& J;l/^o ilcD:^-^^ ATShC 

(Unencrypted data) ©S^IBM^tlx — ^ (m+lz-t-r hJUl^) >i)^Bt 

X — (Encrypted data) tzfgijj^ ^s^^f -5 46^- § c * L. Bg-^^ 

Uy ^ KJl>L^©gp^^-r-<tBt-^-fb LT*) cfcV^o 
[T SM3S^^{::4D{t^$aS] 

h y — AocfiA^^) 1 oxfi^oA^® T V7*D^^ A (=i>7^>\y) s 
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— h^-^^^y hit. ^^Mij^cr^Pif^n^ mi (A) #M) o h^>:yi.n-^-h7. 

^ >^*aMP E G 2 i^;^7"AX(IS0/IEC 13818-l)T-^i^^tir V^ 
atJ -5^ 31 — iJ7'-eag, T - S T D (Transport stream System Target Decoder) 

m-t^n\z. # h ^ h A-ir^y h©A:tj^'-f ^ >y^^-r AT s >&Minb 

tr 13^"^ o 

3 0 0 {3^5l^T|^=^f ^-S^S^iJiB^-r-S :rD ^H^^-To 6 O O ;6^?>{i^ 

I / F 1 4 0. MP E Gn— 1 3 0 ^^bT^-? 6 0 0 h ^ >^7}^ — 

h V >;^7K— h;:^ h U— h;^ h U —A^l — — ( parser) 6 0 2 (3 A 
;t^^ti^o tf-/ h;;^ h »j — a^-? — if- 6 o 2{i. A;^ h^>:^^- h;:^ h U — A 
©tf" e> P C R (Program Clock Reference)^-? >y h ^:^aj-r-g)o CC-^. PGR 
^'^'5^ h MP E G 2 i/;^ 5^ A ^g^^ tLT V^ ^ P C R ;{)S^^Yb ^ tlT V^ 

hTfe^o P CR>'N-'^>;/ h{i, 1 0 0 m s e c JiZ.(*l©^r^F^Pif^-^'ffci 

MH z ©«^T-^-r„ 

^bTs 2 7 MH z P L L 6 0 3 ^3^5V^-t^ IB^S^HA^i^O 2 7 M H z ^ D 
^ ^yy^^^—Y ^)'-l.(DV Cn\zu y ^ (Lock) ^-fr^So ^'-fA;^^ 
>r^:^llliig6 04 ti. 2 7MHz^D'j;^©^'Dry^®p!7»^7> h^tt^S^V^fe 
^ ^ A:^a? >r>&^^-ri)o ^LT. :7-D>y^-i/-K (Block seed) fvl-iPH^ 
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6 0 5{i. h'pyx^^—h^'^^^y h(Dm l/'W h @7!)S;^ A — ><J^7t'y 7 T 6 0 

6 ^xt}^ ti^m(D^ ^ yy^AT s tLXs ^©h^ >^;jt— h^-^^ y 

AT SiJ^UM^nrz h^>;^5j1— h.'l'^>y hits :7.l.~-i^> ^Ay y T 6 0 6 
*Mo-C. 6 0 7 7!p^>. Bg-^^iaS^^ 1 5 0 izH^tl^tls mST-ift^g-T Bt 

■^^S*5^^T^nfc^^ K^^:ri9 0 (mi ) . aB^^r^f*! /f 2 l O (1^ 

mi it. xts v^yy^^-vy h ^) - h.tmmi%mzt^m-^ mm(Dmim<Dm 

T'^So h/i'^^y hcDX;b{*s 0 7 (A) iz^-t^olz 

0 7 (B) (i. :/D>>^-Sy-h' (Block Seed) {>fiPtBlSg6 0 5 ©£±i;t;<^m^o 
:/D ^ • K (Block Seed) #inIllSg6 0 5 (is h ^ Y^^^y 

■ (Block Seed) $:#ijnbTs V ^ Y ^mts-T ^ o 117 (C) ttlB^^^^ 

{^iB^^nfe V— x^i'ir^;; h^^-To v~y^'<>^ y v\ts mi (c) t^i-cka 

tF^Pi^lg«)TIB^iIf*:{3HBi^$^n§o COJ; a fcp^Pi^aSfe-CiB^-r-g) ^ i: J3 
cfc Di3^^i*:®HB0^^^^S{|(ci^fflT-^S„ 

-^CD T S^S^^ 3 0 0 (D^mMli^yri y ^m^m\^X\^^^o 8 0 0 >tp ^ {is 
>y h ^ • K (Block seed) ^gUIllJ^ 8 0 1 ^Xti-^fis ATS 

h v^yyiT^ — vn^y vifi^m-^n^o ^-i x y^m^m^s o Ait. 

2 1 MU z ^ a y ^ 8 0 5 (D ^ XJ ^ ^ > 'Sf —mi:^m-:3\,^t^mm^MYM 

m^mms 0 4{z-ty h^ti^o itmms o sit. at st^^ ^ >^^^m^ 
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4*^^^-rSB$P^i: AT Sd^^b < ^ofeBff. lUtimmMm 8 0 2 it. -E©h^ 

m 9 xti Avm^^mmn^^ i o o omp e 0:3-5=^ >;/ ^130 ^34bH^ 

TMPEGai>n-KLTx ^e>t3T S^S^^S 0 0 {3:feV^T h ^ >;;^;K— h 

i)MPEG=j— 30iiT smm^m3 0 0 ®i^^^;p^?&#-&T^-r:^ 

MPEG t:-7=:^:n>zr-<5^9 0 2 {±. A:t; tr5^:tM-^<&MP E G t:5=^^;^ h U 

— AfZ^-^-fb ^tl.^£>'^" T \f:y':t^ h V — A>'\* y^T 9 0 3-\fcB;tfr 
tfc^ MP E G tr7-*:t:n>n — ^'9 0 2 MP E G ^ :^ h V — Alz-^\,^X 
07'^-feX^::iy hm^^^MibX^t^ ^ — ^ 9 0 8 ^ tB ■?> o tfT^';^:^ h 'J 

— AcDT-^-fe^^^r^^y h bf ^ ^ -v 1: a& ?3 . T -b y h t»$6 i: (is # 
iiCT% tr<>5^-\»^^ i/p/Bt:^^^^ (picture) (Dmmx^^o 

T^ZJ- K^S'-i' A;^^ >7-{i. MP E G 2 S>X7^AXt'M^$tlTV^^ti$g-^^§o 

Sm^ 9 0 4 e>{is — T^-f ;tM-^>6SA;^3^tL-Ci3 D > ^tiJiMP E G — 5^ 
^ ;r ji>:3— 9 0 5 ^A;b$n^o MP E G:^ — ^'^ :^ > :=i — 9 0 5 Ji^ 
Xti:^ — ^ ^ :tm-^^MP EG — ^ -t:^ V U — A {d^^-^Yb ^ti^J'\^^jy 
T 9 0 MP E G;r — 7^^" ^5^*9 0 5{is MPEG 

•^ — 'r-(';t:x V U— A^3•ov^T©T^-^r;^^ — \y h ?:#fi-fb;^ — -5 9 

A^*A;t»^n^o ^S-rbX-iri?^ — ^ 9 0 8 {±. T^-feX^- htilg{3^-:3VAT. 

h 'J — Ai::t-7''r:t>^ h U-A^ h ^ >;:^5jf- h /i>ir Ylzn^ihf 
^IS^^UM-^ ^MibX^iP^ — ^ 9 0 8(is rtgPtC 2 7MH zJ^^O^ip 
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mn^m^-r^^ U ^ -^1^%, ^bTs MP E G 2 T-^^^n-t^^i.^5^S^>fe 

T - S T D ^Tife-r J; d t bT^ h^>;:^*-- h^'J-ir^y h 

Ds — ^^-Y h U— A.'N'iy 7^ 9 0 6 tlfe^-T D— y^^ — ^ 

■^-fblf 9 0 9{i^ ^S'fbX'^i;'^ — ^ 9 0 8 A^e>A;^$ni.P CR^^t)7i5^s 

h ^ >;^7jt- h^-^-^u/ h^^-^<btl9 0 9 ^'I'^r-/ h ^-^{bSU^tifS*^^'? y 
h t:^-^-fb b^cV^CI i: ^JiS^-r i):^-^^ h v > :^ h y'l >ir >y h ^ai;^ b>5: V^o 
^tlU^(Dm^^ n>Ty h^•^'fb$IJ^t»^g{cS•:3V^-t h ^ h^^-ir h ^ 

^^Ls tB::'j-ri>o b/tA^*•^■r^ h ^ >:^7K— hy'-^'Jr y h^-^-fb^g 0 9 {i^ 
iKtbXz Y'yyzkiT^— Y n^y h ^mtlT^o mm (Arrival) ^ ^ A:^'}^ >y (t 
ime stamp) th»#l§9 1 0{±. ^Mih:^ ^ 9 0 8 *^?> A;^^ni>P CR 

^■r AT s ^m-^-r^c 

^mib^^i^^-^ 9 0 8 A^5,A;^J$ni)P CR{is MPEG 
h^yxf^— h^-^^y h(D 1 O^N'-r h a®^Mill^CD5!l«Bt^J:&^-r®t:\ AT 

<^ • S^ — h' (Block Seed) ftSndlSg 9 1 1 (is h ^ >;:^7j?— hv'-^'ir y h 
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n ^ • — F (Block seed) HMm^ 9 1 lib> ^ mti^ ti^ AT SH ^ (D h 
y^yr^—h^-^^y hit. :^A — i^>y>'Vy7T 9 1 2 ^MoTx Bf^^fLS^^ 1 

IB^^ft; 1 9 5 ATSf^^CDh'5>y^:}^— h/'?'5r>j; hit. Bf-^M 

1 5 0-t!Ht-^<ti^ti^Huic:!lI7 (C) {^l^-Tcfco J3P^[ii>&ig46yi>b;«Jl!A 
tJ^ti. ^om. iB^^#: 1 9 5 {c*&M^n^o h ^ >:^7K— h/i'ir h 
^igi&TSBIi^tL-r t^ AT S :£#M-r ^ d ttc J;oT^ ^ cD b ^ > h .'^ 

hZ^-d. AT Sffl::^§$(± 3 2 tr>y ^^w^^-^-Ct,^-Sfc)Jt■C'^i55; <. 2 4 If 
«^ h7iS3 1 tf^y ^-e^)^fc>^V^o AT S^tr^y h S;^)5:SV^{5 i:\ AT S®Jt^ 

2 A - h xt ^(D AT ^ifi—mr^mmit. mo. 

6#tr^§o ccDB^F^P^Piti. — IS® h ^>;;^^- h;;^ h ';-AT-{i+^:&:A# 
.^-efe^. ^C-ff:^?). h ^>;^;f>— h;^^ h >J— AO^I-ir-y hP^Pi«, MPEG2 
®^^{c:cfc!3x :RAO. l#J:^^;?)^f^TV^-5*^^-t'^^o L L 5fe f> ^ 
tii^^-^RX. AT S ^ 2 4 - b i t JU±lC UT*) <fcV>o 
:i®c);d{::s A T S 0 tr -y h h bfe^-^. :r n <y <^ 5=^— ^ ©ft 

,y ^ . K©;it^M^III 1 0 fC^t-o 0 10 ©«?y Itt. ATS^32lf>yh^ 
^ffl^i)f!|-Cfei)o EI 1 Offl^?!| 2it. AT S 3 0 tf >y h U^ nlf— ^iJ^fffS 

(CCD ^ 2 tf-y h^^^ffit-^^jT-fe^o zi\^-mmmm.it. ^nAs^An^tifcT^ 

— ^ 0=1 tr— ^J^(D>y:^^ft^li$gT-$) D . SCMS : Serial Copy Management 
System-^ C G M S : Copy Generation Management System;?)^^^!?^ ^ o Zi\^ 

tiT V^ -5 ^ ^^frj tf — 7 U — (Copy Free) . 1 ISf^O^^® 3 If— ^fpRj^-i) 
1 1fif^:3 bf— fFRl (One Generation Copy Allowed) . :3 If — :fefg4&)&^^r^ tf — ^ 
It (Copy Prohibited) if ©tS^Jb^^-fr o 
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mi OiZm-tmSi^. ATS&24tf^vhhL. C C I ^ 2 b' y h ^ffl ^ 

nifi^3> (Macrovision) ©:t>/3|-7 (On/Off) ^^-TW^S^&if^ ^^^MIS 
^ ffl -r ^ ci i: AS pj ^. ^ 

(Dm(Dm^m}^^7jk\^tzm-^$)^o mi i ®sT^^::^-r:^>>'^*o~ i s^bs^g^j. 

K 0 0 0 0~K 1111 itfi^y'J-^-f X 0 ~ 1 5 iZ^fl^tlp] \) ^X^tlfz V — y 

:KR~K1 1 1 ^J — Y^—hir^o 
m 1 1 iZTjkty U — ^fig^C;feV^T^ MK-ity^^-^-f X 0« V — y^ — K 0 0 0 0 
J — h*^— :K0OO. KOO. KO^ KR^m^-T^o t^^W X 5{iK 0 
101s KOIO. KOI. KOs KR^m^-r^o T^^'W:^ 1 5{i. Kill 
1. KllK Kll. Kl. KR*m*-r^o EI 1 1 ©U/ U-fC{i7-V^' 

>f 0~ 1 5 © 1 6fla©5^sam^ns U-a^i*) 4ISa^©l^l5g©i:tlfe;fe 

^fcs HI 1 ©^;^ u-:K3itc^stis#fB^:g^^{ctt. m^uumwkw. m 
•r s c i: A^^^^ti^o c©<t d ^a^^^^.T^^'^M g)fe-5Tr u -y— >© 
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K.itm 1 1 (Dj^M-^m/uTd^^. fiPt>7=^^^"-r ;^ 0 , 1,2, 3 ^m~(DEBum<:^ 

j^Mxm/uTd^^. m^y"^^^ :^ 0 , 1, 2, 3 ^ 1 ocD 7° J: bT— ffi b 

^c43^ y— K^r— ^ u — :7dr-fi. i-oxDm'^m-izy-^ izx^xmmvx 
v-y ^-itm^it^—omnmcDm^izmmmmtmn^n. ^©MffM 
3 ooT^^N'-r ;^ 0 , 1, 2, 3i±y — \^^—hvx^^m(D^—K 0 0. ko. 

•^T.^-^-^y';^^ ^0 , 1, 2, 3CD^^f3ii#t-^jg,i^ i;j!,Soj^2.:^^„ 

^^iit-^^-r-Sy- K^-K 0 0 bTlS^-rtl«s ^ 

fe«cli3ii#^^fT-r ii^Sc < 5='y\--l' 0 , 1, 2, 3 ©o^A^ifcil©^;^^— ^ 
— ©ig^A^RTtgt-a&^o iffe5&:-^;^^-^-Kmaster^y- F^-K 0 0 

T'Bg-^-fb bfe-(iiE n c (KOO, Kmaster) ^ h "7 — <^ bT ag) -5 
BBa^!fti$:lC*SiSifi bTT^^'W ^ 0 , 1,2, 3 tlB^p-rtlf^s 7^>'^"-fX0, 1,2, 
3 ^t^^i^07^>'^•-1';^^::^JV^T^*■rstt^y — K^^r — K 0 0 <&ffil^•r 

Hj^-^Enc (KOO, Kmaster) <&MVnH "^X — : Kmaster<&# ^ 7?)S 
RTB^^^ii^o >&:43. Enc (Ka, Kb) K b ^ K a J: o T Bg-^Yb bfc 5^ — 
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^tz. fe^B$;^.t ^3^5V^■r^ >^ Som^-Ti)® : KO 0 1 1 ,K 0 0 1 , 

K 0 0,K 0 ,KRASijj^^ D^W$nTmMbfeCii;?)5^1;L 
^tlUk^. (7^^W;^0, 1,2, 3©<7;i/— 7*) T'iHgM^ 

K^- : K 0 0 1 ,K 0 0 ,K 0 ,KR^^n^-ni(ffe>&^K (t) 
001, K (t) 00, K (t) 0,K (t) Rf^Hifbs 0 , 1 , 2\Z^ 

©MDt^— ^1Sx.^ig:»^A5$)^o ^clT's K (t) aaatt. H K a a a ® "tftf^ 
(Generation) : t O Mff ^ — S h ^^"T o 

Mif^-®IE^5aSov^TI5a0^1-i>o ^r- ©MIffa. ^J^}^. SI 2 (A) \z. 
mT^ — mmy^ ^ (KRB:Key Renewal Block) tV^ltU^ u y y"— 

mi 2 (A) {Z7jk-t^—m^yu y ^ (krb) izits f^— oMif©i^^ 
^ami2omit.minzmi-'^v—mM^(Dy^^-^-(xQ, i, 2{3i5VNTx 

■r-$)§o HI liJ-^m^ti'tji^oiz. 7^^\M:^0, 5^^\--r;^Ui^ Mify— 
-aiU-CK (t) 00s K (t) Os K (t) Ri^'J^^mx^^. t^^W :^ 2 {i. 
Hir^- K^-i: UT K (t) 001. K (t) 00. K (t) 0. K (t) R 

mi 2 (A) ©KRBlC^^tl^cfcdf^KRB{w{i^i(CDHt-^'fb^-*S'^^tl 
-So ST©®Ht-^^b^ — tt. Enc (KOOlO, K (t) OODf^^o C 
ti(i7^>'W ;^ 2 ©^-o U — 7^ — K 0 0 10 izX^xm^^b^^titzM^y — K=3r 
-K (t) ooiT-ag)D. v^^N'-f 2 fi. g^ol^o v-y^—izXr^x^cD^ 
^it^-^m-^L. K (t ) 0 0 1 ^Tz. m^iz^ ^mtz 

K (t) 0 0 1 ^m\^^X. mi 2 (A) ®T>&*5. 2|g@©Ht-^Yb^-E n c (K 

(t) 001, K (t) 00) ^m-^-^mt^y). Mffy-K^-K (t) oo 

^m^^ttfiX^ HkTmik. m l 2 (A) ®±A^^ 2^i®Bt-^>fb^-E n 
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c (K (t) 00, K (t) 0) ^^-^b. Wmy- F=3r-K (t ) 0^ ^12 
(A) (D±i3>^ 1 ©@©Bi-^'fb^-E n c (K (t) 0, K (t) R) ^^-^ L 
K (t ) R^n^o —15. y^J^-^ :^ 0 , 1 y— H:^— K 0 0 OitW^T^M 

Miz^i^nr:i^^-rs Mff^- h*^-^: b-cj£;»^^0{i. k (t) oo. k 

(t) 0. K (t) R-^fe^o y'^-^-f XO , mi 2 (A) (D±^^ S^g 

©Bf-^Yb^-Enc (KOOO, K (t) 00) <^^-^UK (t) OO^m^L. 
iiXT. mi 2 (A) ©±>6-5> 2^g®Bt-^-fb^-E n c (K ( t ) 0 0, K 

(t ) 0) ^m-^l^s Mify- b'^-K (t) 0. mi 2 (a) ®±;{p?, 1©@ 
©Bt-^Yb^-E n c (K (t) 0, K (t) R) =&^-^bK (t) RStf^o CI 
©cfc^fCbT. T^^-^-r^^O, 1, 2{iMffLfe^K (t) 00, K (t) 0,K 

(t ) R^^#i)CI ii^ST'^^o mi 2 (A) (D^ yy'y ^ y^its W.-^^ — 

m 1 1 iz^-ry v — ^5i©±fiE^®y — : k o ,KR(Dmmi)^^m-^& t) s 

y — h*^-K 0 O05^^CDMif^!lSASie;v^7!fe^:^^t3tt. 13 12 (B) <D^ — M 
^yuv^ (K R B : Key Renewal Block) ^ffil>^C^-e^ Mff-^— K^ — K 
(t) 0 0 ^7='>'W 0 , 1, 2 ^ ci ^ 

El 1 2 (B) t3^-rKRB(i. mX\t^-^a>^)\^~-:r\z.^\^-^^:^-t^mf^ts. 

^■r^-;i/-rF*3®7^^W ^ 0 , 1, 2, 3 ^sfe^H3^^#:^ffiV^t*> if;fe>&: 
^t®®^;:^ ^$7 — — K ( t ) master AS ^t" -So t'^n'-T 0 , 

1, 2, 3 ©^5ffi®y- K^-K 0 0 ?:M«f U^K (t) 0 0 ^ffl ^^ T«ff ;t 
®©Sff"^:^^S'— ^— : K (t ) master&Ht-^Yb L;fe7^— E n c (K ( t ) , 
K ( t ) master) ^13 1 2 (B) t::^1-KRB t }L^\z.M^f^. Z.o:>W^\z.^ 

■r^Scfotx. ^^NWXO, 1, 2 fiKRB ^^SbTf#feK (t) 00:^fflV^■r 

±iBBt-^:^:^m■^■rtl(^^ t b^j^t-cd^;;^ ^S'-^^-k ( t ) master^ff ^ :i 

[KRB bfe x':;^i5'-^ — CDlB^p] 
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(t) 0 0 ^MV^•rfffe55;^^lo x'X^-^-K ( t ) master^ Bf-^-fb b 7^- 
^Enc (K (t) 00, K (t) master) tM 1 2 (B) iZ^^TKRE t ^IB 

KRB t^^i}^^isbmmVX\^^^ — h'^ — K 0 0 0 V^T _hxli bfe IbJ^cD 
KRB^Sf:!.^: !9s y- K^-K ( t ) 0 0 ^^^•r€)o m-^UfeMff 
y-K^-K (t) 0 0 <^ffll/^TMff^X<5'-^-K ( t ) master^ UT. 

mz^n^mm-r ^fzibiz^^tn^nfi^'D v — y^—K o o o o T-eg^'fb ut*s 

M-ri)o ^ca^ v^^W :^ 0 ^Mff^;^^'— ^— K (t) master ^^^fCg*F«3t3 

mmx'^ ^m^. v~y^-K 0 0 0 o•r-Bgf■^'^b-r'5^^:'g^i5&;v^o 

^(DM§i-^X'p—^—(DmnmM^m i 4©^ d— 5^^-— Met i^ijaBj 

■r^o ^c^bN SB^S^^B{im^^^{3^®B$;^,fMff®-x';^<5'— ^-:K (c) m 
aster^-^x. 5)^. ^M(D ^ V iz^±lz (M#:a^^-{i^'Jx«^ g#cDU — :7 3p — 
Wm-^T^^-^-K (n) masteri:KRB©^i^^tlfesB^^IEf*:}6K 13^:^^ 
^gfd-b h ils ^TMWlz^ rs 1 4 0 1^3^5V^T^ IBMW^^ 

^{is tB^^^£#:*^^s mUii^i^-lz^m^nxi^^^^ yi.'i^ —^—K (n) master® 
B$;^, (-ffif^) : n (Ctl^^ (pre- recording) IB^Itt-f^JitH^ (Genera 

tion#n) inq^^d iiJcf-l)) tim^mTo mmmi^izit, x':;^^-^-K 
(n) master©B#i;^, inft) S-^ : n i^sfBit^ tiT V> ^ o ^fc. ^mi^M^l^X 
V^SBi■^'^b x'::^<5'— ^— C ^I^J^iJti rS 1 4 0 2 {3*5Vnt> -^cdH&-^ 

Yb x';;^^S'-^ — ©1t{-^ : c ts r H3^1Sf^«^Generation#n*^^-rmf^ : n h 

T^y^yrs 1 4 0 2 t*5VNTs 7* H3^ief^tB^SGeneration#n/!)S^-ritf^ : n 
^ U {Cl3ft^ttfeBt-^YbT;;^^57 — CCDltf^ : cX^<h^X 
)6cV> (ffb<^V^) h^J^^nfcJl-^s fiPt.^ U tZlBli^nfeBf-^-fb x';^^ 
-^-COtSf^ : c/bs, rH3^1ti:f^ti$SGeneration#n;6s^t-m'fti : n 
Xfi^©:®-^. y rS 1 4 0 S 1 4 0 8 ?&;^:Jlr y r bT. v;;^^ — i|r 
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— ^—K (c) master i^^ih^ X C) OMUffi^f ^ l^OT% 

: n(D-y5-bK ^ ^ U {3|31i^ tt;^::Bt-^Yb-x' ^ -dp- C ©ttf^ : c J; *)^T' 

— C©1tf^*^ r HB^m-fttilSGenerationtrDb^'a-r-fif^nct D *HU©1tf^T-fe 
i.^^. ;^5^>yrs 1 4 0 3 {c:jit^, §B^W^^Htt> IB^Mf**^^. ^-MSf 
:7D'j/^ (KRB : Key Renewal Block) -To 

X5^>yrS1404 t^*?VN-Cs IB^M^^Bfis ;5^7^>y:7"S1403 T-^J^tB 
bfeKRBi:^ U ^3t&|j^bT^/^•?) U — 7^— 1 1 ® 7='7\W ;^ 0 {3 

43{t^K0 0 0 0) — (HI 1 ®7=^N--f XO t3i5»^ K 0 0 0 ,K 0 

0...) ^fflV^T. rUBMtaf^ti^GenerationSn (HI 3\z^\^^t) m^.-^(D 
^— KOO0MK (t) OO^tf^f-So 

^.^^^yS 1 4 0 :^5^>yrS 1 4 0 4 ^C*SV^TK (t) 0 0 ^m^ti 

1 4 0 6 73MS 1 4 0 8 ;^ ^ r b T v ^ ^J' — dp — Hff^ffia 5:iPlT 1" 

o 

K ( t ) GO ^m^titzM^. ;^7^y7'S1406 izM^s t3^^#:A^?> E n 
c(K (t) 00, K (t) master). IP it,, k (t ) 0 0 V^"C t ^j^Tffi x' 

®Hf-^:ScSK (t) 0 0 ^Mt/^-cm■^b•r K (t) master <&t|-»f^o 

:?^5^u/7*S1408 -efi. g^O^^A^i^o U — ^ap— 1 1 cDt^^n-^t ;^ 0 ^3 
*5(t^ K 0 0 0 0) $:fflV\TK ( t ) master Pf-^ -ft bT^^ U t^lSlfl-r^o 
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— ^~MY.o:>nf^t^ni%±-l-^^^m^. -^X^-^ — K ( l - D masterf*. 

BBM^^M^3^5v^T. -isH'^mWif ifi 2mm^^^ f (f (k (i+i) 

master) ) ^mm-t ^ ^ h\z ^ y) ^^-^ ti^ . 

ie:>^^cvx^-:^-cDm<-^A^mf^ i - 2 -e^^®-^. •?;^^-^-k (i-2) 

masterfis — ^l^lttll^ f ^ 3 talffl V^■r ^ f (f (f (K ( i + 1) maste 
r) ) ) ^m»1r=b:itiz^y)^m^ix^. 

-e#i)o Mi^fi1]t-{is 'gajx.f^s MD 5 (Message Digest 5)-^s SHA-l(Secur 
a Hash Algorithm - Dm^^mir ^ :i tifiX ^ ^ o ^ — ^mn-t ^=^-^ffnm 

— K (0) master, K (1) master, K (2) master - • •, K (N) mast 
er^. ^lsb^l!bXiS< o tUt>%^ *r«l?Jt3, mi^m-^O-^ — ^-K 

(N) master<^IS^b. ^® x';^ ^S? — ^ — K (N) masteric:, — ^[qjffilg^^ 1 
mir'Dmm\y\^<Z.hX. ^n^^m(Dm%(D-^>t.^—^-K (N-D master, 
K (N- 2 ) master, • • •, K (1) master, K ( 0 ) master 5: Ji^^jsg b T 
<o ^bT. -ffi-f-^CD/jN^ V^ (huO) -^7^^ —^~K (0) masterA^iS>/IM#{::'^ffl 

{i. ^ 0 -fift® v-;;^^ — :3r— K (0) master^iS^bs ^(D^:^^—^~~K 
(0) masteripe>^ffl bT^^ < c ^-^fr^Mtis ^ lltftJii^© x' 
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:^^—^ — K ( i ) master A^f^lv^ (3:^ o ;t ^© 1 ffif^HuO v;^ — K 
( i - 1 ) master^. mmmi!^m-r ^ ^ tlz X \) ^I^LXm^t ^ o C©:®^. 

— ^ — ^^^•t^^tifi-^^^o l3M-^l^gT"tt. fe^tt^-^cD x';^^- 

rUB^tSf^ti^Generationtn^^J^^^tB-ro ^fe. @ #® ^ ^ U A^'IBM LT V^ ^ 
Bt-^Yb x':^^— ar-CCtfii'ftc r S 1 5 0 2 ^Z43^^-C. ^CDBt 

■^-fb x';^^-^-©mf^ c hi. ^HB^1S^-^tS$gGeneration#nAsg-ri*f^n i:^ 

;:i7^>;/rS 1 5 0 2 IZ^^^X. pi^UlClBa^tLfeBt-^'fbv;:^^— ^r— C®lt 
f^c ^^BB^t«:f^«^Gene^ation#n^^^-rt«:^tnJ-:>^^T-;5;^^i:^|J^^^^fcJl 
iPt.s U tlBM^nfeBg-^'fbvx^J'-dr-Comf^c T-HB^ia^t 
tf $RGeneration#nAs^-ritt strict D ^fe^VNlftf^-^fe^ 3^-^, X7^>^rsi503 

tLfeBf-^Yb x'X ^ C ©mf^A^ r H3^1Sf^t»f6Generation#nA^-^-riti-^ 

nJii.^-?^^ h^J^^nfc:^-^. fip-e.. p< ^ 'J {3i3^t$tl;feflt-^{b-v';;^^S^-^- 
C0■ttt:f^A^ :7-HB^1tf^tt^Generation#nAs«-r-t«:-f-^n i:IiI-A^. X{±^tick 
D *)ff 7.7^ y 7"S 1 5 0 3 (ZitJ^. =i > 5^ > 5^— ^ ©IB^^ii ^ 

d o 

Clftf^'gS © ^ tt ;t -7 ^ ^J' - ^- tc: cfc S > 7^ > \y 5=^- ^ B^-^lb VIB^ 
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HI 1 6 ^ 11 1 7 (DmMyu y ^mRum i s ® -7 d-^^— h ^m^^xm-m-t 

-So ClCT'fix iB^^JI#:t bT^T^-f ;^ ^ *«?a2i1-S„ dO^JE^y-^tt. 13^*^ 
#±®5=^-^©bit-by-bitr? tf - P;5 <• s aB^^<*S*©iiSiJti^i: LT 
Y I D(Disc ID)^. 7^-^57<£Bt-^'^b-r-?.il^c:f^ffl^-B■§J;a^3bTt,^^o 

la 1 6. s 1 7 commy'ti ^ ^mi^^i/t^x. m-^mm^m i 5 o a^h^^:-^^^ 
mmn^mmi 6 0 oitj^mo^'e V 1 8 0 (mi, 2#bh) ^c^&MbTI/^^ 

a'— 16 0 1. y'n^ XMSiJ^h LTOt^^nM I D 1 6 3 1 . 7^^N"-f . 

1 6 3 2 ^Si^m-r., v;^^5'— I60i{i. ■7-r-fe>;^Sg{:J-fe 
;^{c^ii/6;:^p — T"2fe-5o 5='^N*-r;^ I DttfB^S^fe^g 1 6 0 0 ©iSgU^T'fe D> 

0 izm^fDm^mx:^ d s -^i&ii^cDiB^ii^^mtc/s bt^^i. j; a icis^^ 
^T^&^^nfc^— -e$)§o cti^{i^i?)t3^s^^^M 1 6 0 0 ©p^ ^ i; iz^m 
^nxi^^^o 

tVX(Dy'^:^^ID (Disc ID) 1 6 0 3 tmizmmi^ tiX\^ ^ Hfi if o ifi^^^ 
T^o i3^$tlTV^t^{^^ T^-f I D (Disc ID) 1 6 0 3 ^^itlb (^1 6 
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iit^isbmisb^tircim^i^njm^^mo:^^'^^'^ 1 B (Disc id) 170 1 

^^^b. 7" ^ x^izmm-r^ m i nzm^) o id (disc id) i e 

IB^W^^I 6 0 Oii. mz-^:^^-^—t7'^7.^ ID^ffl^^-ts T^^-i-^^^ 
m^^— (Disc Unique Key) ^^^1 6 0 7= -{ :^^m^^— (Disc Un 

i que Key) ®a#:fl<J5&:^^;^^ ^ Lt (i^ H 1 9 ic^-f J: o 7*D>y^Bt-^i| 
i^o-H^tC x';^<5'— (Master Key) ty^-i:^^ID (Disc I 
D) SA;^ bTf#e> tlfe^^^MV^-g)^^| 1 O;^^-^. FIPS 180-l■r•^«)?>tlTV^^ 
/^ «;/ iXiHijj S H A - 1 Iz, ^ X hly^ ^ ^ I D (Disc ID) t(Dif:y h 

m^izX D5fe^^tL^5= — ^A;^3 ^0 1 6 0 h- h CDttS;^*" i£:>^/5:5^— 
iS?:^®^^^^^'^ (Disc Unique Key) t l^X^mT 2 (D:^mt^M 

tim^cDm^m-^^^-^ h;i/^— (Iltle Key) ^Bt-^^S¥© 1 5 0 
(HI, 2, #B^) ^Ci5V^T^ ^^J'-AH, <fe L < «^i6^i6 ^ tlfc«aJx.{SSLi^^ 
^^©:&^-r'^^ 1604 7=''fX^1620 tiiB^-r^o 

^^IZ^ CO^-fh;!/ (7^—^) ^IB^^Uff bfeBB^S^^gT*©^^ 

m^umtj:]^) ®v^■rt^-efes*^<^^-r:7 ^^7. m-^w^m^mmy ^ ^' (piay 

er Restriction Flag) bl633. 5^>r:^^1620 JzhB^^-^ 1 6 3 5c 

^ e>{w. ^i#iiS'J«$gi: b-t©5=^^W;^ ID^l3tBbTl 63 1. =T ^7.^ 1 6 
2 0 {ZlB^-r^ 1 6 3 4 o 

-cDffiiti^-^ [i3^B$mf^#-^ (Generation#n) ] 1 6 5 O^m^bts 
iB^i«^ 1 6 2 0 fclBa^1t^-t#-^ 1 6 5 1 X^X^m^^. 

Mi-^ fitzT" — if ^my T'-T ci(Z)7T-r;i'{3iS'-f i 6 o 5> n 

^m^m§.y ^ ^ 1 6 3 5. T^yt^;^ I D 1 6 3 4. v;^ ^ -^-©Ift-fti^-^ 
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CIB^B$1ftf^#-^ (Generation#n) ] 1 6 5 1 ^^mt ^ ^liiifiX- ^ ^ o 
^CiS. iEmm^l 6 2 0 \Zi±^ ^isb. rv (pre-recording) 

^^^{^■T^^ ;^^ia^^— (Disc Unique Key) t-^^ h)l^— (Title Key) 
t^^.'nM X I D. ^§ T^'i' ;^ ^H^ds^- (Disc Unique Key) t-i^^hJ^y^ — 

(Title Key) i:. ^-^4 :^mm \,^irtiti^(Dm^'^iJ' ^ . h;vgl*:^r — 
(Title Unique Key) ^^mT^o 
t-^i:t)t.s S^^a^§iJPS<& U^V^J^-^tfi. ^ :^^m^^~- (Disc Unique 
Key) ^i^J'-f (Title Key) :^ ID ti)^^'^ h;i/S*^^ — 

(Title Unique Key) n^m^Mm^f^m^izlt^ y"-^ 7.^mM^ 

— (Disc Unique Key) li^^ V (Title Key) }lt^ 

?>^'f (Title Unique Key) -^^m-r^o 

^(Dif^ h;Ha^^— (Title Unique Key) ^^(DmW^Ul5m±. m2 1\Z 
m-r^o\<:i. ^B^■^Mi!t^MV^fey^ i^jxIliK^z^ ^ Y (Title Ke 

y) hy" ^ 7.^mM^— (Disc Unique Key) ;^ I D (S^^tlM|5g<£ 

U:feV^^-a•) * b < (S^^^^JRg ^ f ^ ^-^) ^Xi^Lt 

^#^nfe^^^Ml^i)^J 1 o:^^-^, Fips i8o-i-e^to^n-cv>§>'\^3/i/iiii!j 

SHA-llZ, t;^^-^— iiT^^- I D (Disc ID) hv^J^-i^lD (S^^ 
^^IJPI* L^^:V^i^-^) -fe L < ;^ 0^^- (S^^^$iJPS<& :^-^) h 

^tS^'r — ^ m.(D9^^^ ^ h;HI^^— (Title Unique Key) h\^X^m-t^m2 

^*5s ±§BcDi{SH^T"{±s v:^^— dr— (Master Key) i: 5= -f ;^ ^ I D (Disc I 
D) iy^i^'r ^ :^^m^^— (Disc Unique Key) ^^fi£b> iini:^-r — 

(Title Key) i:7=^W;^ID. ^fe b < ^ h (Title Key) iiT^^W:?^ 

Sl^^ — A^^^J'^ (Title Unique Key) ^^ix^fi^^T^^o\z 

U■rl^i>*«. 7^>f (Disc Unique Key) J: bT v;;^ ^ — dp — 
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(Master Key) iiy^^:7.^1B (Disc ID) t^^hJ^^— (Title Key) 9" 
;^ I D t b < ItT'^'^^ :^m^^ — ifi^mi^'^ ^ h)im^^— (Title Unique 
Key) ^SE^LX^^<. I^tzs h)V^~ (Title Key) ^m^^^-Tlz, x-;^^ 
— ^- (Master Key) hy'-<:^^lD (Disc ID) 5^>'W X I D (H^^^^J 

^ h;Hl*=3p^ (Title Unique Key) ffl^ ©H ^^fig U T ^, J; in o 

i:C5-es ^?!l;t{S±H3® 5 CDT CF izM^^ tl ^B^y :t — -^ y h(DX>h-o 

mmmm^^mVfz-iz h h ^^^r^n^i; X (S TB : set Top Box) 

(Dikm^mmmz 5 c d t cF^m^^^x^m-r^miz^ s TBit-^mmmmmm 

IB^S^^M 1 6 0 0 (ilBM-r^trr >7^>>y5=' — SdcZ) T S?^>T^v h (DM 
•trgftb. BuMbfeT S^S^© 3 0 0 tCiJVN-r. #T S ^i'Jr h ^gfibJt^ 

ATS §Y>]-in L:feT S^^^^y h^Xm (m^itX= 3 2 ) m^X. 1 yu -i; 
(Ofu-j^^T-'^i^Ml^ (m 5 ffi±©lI#B^) ^tL. lai 6^ 1 70T^l3^-r 
J; ^ MBf-^-fb^— ^ i: br A:^;^n-S >;/ i> 5^ — ^57 ©^gg©^ 1 ~4yN'-r 
h A^^^^n (H3l/^<5' 1 60 8) -C{±i:'3$n-g)3 2t:'y h © A T S -fe-^t? :r d 
'^'^i^-F (Block Seed) }l. %\z^^\^tz9 4 (Title Unique K 

ey) J:*»e>. ^©>^D ^^©5^ — ^ Sl®-^'fb-rSiiT-a5i) 7*D ^i; • i|r— (Bloc 
k Key) A^^^ 1 6 0 7 ^ti^o 

fu-y^ • (Block Key) ®:^^:i&^®^J S ^ 2 2 tc^-r„ 11 2 2 T-fis W 
Ttl*) 3 2 bTy h0:/D • i^— F (Block Seed) 6 4 t: h © ^J' h ;i/ 
EI*^— (Title Unique Key) ^ AVi ^y Y COZTU ^y ^ (Block Key) 

^^mT^m^ 2 bTI.N-5 o 
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•S^fflL-rv>^o ^^ h;i/M^- (Title Unique Key) ^ =l(Dm^mm.(Dmh 
bs yu^y^-y— K (Block Seed) t 3 2 \^ y h (D^m (ziy:7.^yh) 
Ltzm^X^VrV^mhl^tzm^^yuy^^— (Block Key) i:UTV^i)o 
m2its FIPS 180-lc?)>'\ >y i/i||iS(SHA-l^ffl^^fe^«J"e^^o ^ -f h;HI*^ — 
(Title Unique Key) J: iT'D >v ^ i^— K (Block Seed) <&M^ Lfe^it S H A - 

if. 6 4\f^y hlzmmi.rz'h<D^-ya ^ ^— (Block Key) ^b■tV^^o 

±B3T-(i7'i' X^El*^— (Disc Unique key) . ^ (T 
itle Unique Key) ^ iP'uy^^— (Block Key) ^^U^ti^^ir^m^t^miy 
Tzifi. mXit. ^ X^mm^— (Disc Unique Key) h;Ha*^— (Tit 

le Unique Key) (D^^^M-tJ-t ^ ^ htj^ < s >y ^ ^ (Maste 

r Key) ty"^ 7.^ IB (Disc ID) ^ ^S' h;i^^— (Title Key) t^u y — 
K (Block Seed) k.. t^^W >^ I D (S^^if ftiJIJg U ^ V^J^^) * b < 
-fXia^:^- (#^^^$iJ|51<&-rsJ^-^) ^m^^Xy'a y (Block Key) ^ 

:^^b-t^) J:^/^o 

<y e7^r— *s^J5g^tl§ ;*^$ti;t:rD >y (Block Key) ^m^^X 

K (Block Seed) ^^ts y u y ^ y"— ^ (D^m<Dm 1 '^m^'^^ h {0i^itm=8 
h) It^m (-fel^^^^ 1 6 0 8 ) $tLTB§-^Yb^^t-&-r. m+ 1/^4 h @ 
*^?>S^x — ^ ^T'>&Ht-^Yb 1 6 0 9 1-^)0 Bi-^'fb^ti^VMn>'NW h 

itya • — K h b T ® ^ l~4/N"-r h-fo-^^ti^o -tly^^l 6 OSldcfc 

t) ^m^tirzmm+ i h j^^pf o:rD y ^7^— ^ (i, i^u^mm^m 1 5 0 

4iaS^^tL;feBt-^<bT;i/3 ij XAlzm^x^-^^h 1 6 0 9 ^n§o Hf-^'fbT;i/rf 
'JXAi:bTtts ^!lx.{iFIPS 46-2T"^^^ni) D E S (Data Encryption Stand 
ard) ^m^^^ ^hifiX'^ 

E ScD<t3{38^W hT'^^h^Jis X^^?!lx.{^ 3 2 J: b. m ^ ;t 8 © ^ !!( 

o 
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9 2 *X = m+n* Lifi)^^ \L-d IZX, L ^^Isb^Z hlz^V), SSgSSt^ 

y 1 e 1 2 t Lxmmmi^ i e 2 o {c:tSi^rt^tii.o 

^^c:*5(t^:g^^Sfi^ ^i>:& < ii^lsj-ffif^. $)-l)V^tt5=^-^ SiB^LT^Pitz^ 
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i5i— ®7^^-N'-f s^=^-^^f#-r -5 ii ^^^^oT"^ y ^"T—^-^m.-^ 
^tLS T s^a^© 3 0 0 A T s iummm^ii^^mm^^ i 5 o i::*? 

lj-^Hg-^5!LS®^a®^tlSiJ£B^1-^o 1 8 0 S 1 8 0 1 (3i5V^-C. fB^S-^ 

S 1 8 0 2 ^3:j3V^T^ IH^i«i*:lcltSiJtf LT©t^ ;^ <^ I D (Disc ID) ifi 
K^c:iB^$^nTV^;5 A^^I^S-rSo iB^^tlTV^^^^^ S 1 8 0 3-e3CD7^ 

^ ;^ I D iBl^^tL-CV^:fe(tntt'S 1 8 0 4 T". ^V^J^'AiZ. 4) L < 

{i^A6^<fee>tifc^^-f7^^ I D s^^Us >^ ^ izmmt ^ o mz^ s 

1 8 0 5T'{*. V^^-dr-ilT^-r I D>&ffll/^-C^ y= ^ 7. ^ ^ — ^ 
-r^o ;^^H^^-{±^{::ii0Jb/iJ:ol3. ^J;l{i\ FIPS 180-1-C*^<fe ^ 

S 1 8 0 6 (z^iia^s €o— mcDHB^SfflS^cllii bT® ^5' 
(Title Key) . n^mmmmy ^ ^ (Player Restriction Flag) . -^^iz^ ^ 

^t3S3^t-i)o ^t3S 1 8 0 7 T% ±td(D^ ^ :7.^mm^-t^ ^ h 

^5^ ^ h;i/|l*^ — ®^^©Pi^-7 D — 2 0 iz^-To Rt-^^3S#© 1 5 0 (i. 
y rS 2 0 0 1 ^3:feV^-Cs ll^atsffelJI®?^ ^ t V^ ® ^J^ ^^H^T^r i) o 

S 2 0 0 1 ®f!l^;i|SNo. fip-fe. H^mtlf^JPSS U:&:V^Jl-a•{i> ;^7^'yrS2 
0 0 2 ■T^ ^' ^ m^^~- (Disc Unique Key) t^-( V (Title K 
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ey) T^^W ;^ I D ii^b^e.. ^ h)im^^- (Title Unique Key) ^fe^^l" 

•5) o 

S 2 0 0 1 ©^iJ^;bSY e W'b s n^^mmm^T ^m^it. 7.^V7S2 
0 0 3 l^mH'r ^ •T.^m-^^— (Disc Unique Key) ^ V)V^— (Title Ke 
y) i:. i:;{)^e>. ^J'-r h;HI>S^— (Title Unique Key) 

■ri)o ^~^mz\-^. S H A- 1 ^ffll^i);^^*•^7'D y ^^Bt-^tC^-^ < ^yjL 

S 1 8 0 8T"{i. IB^S^^gfiiB^-r-^^^/ >5^> ^0^SBt-^'^b5^- 
47 ^ T S 'Jr h©f^T-§ffr.^o s 1 8 0 9-r% T s^as^^s o oa^ #t 

S>'-?'!r-/ h ^^jiL;tB$^J«^T'^§ A T S^#Jn-ri>o ^ ^ V^ tf-^JISPt* 
$SCCIi:ATS. ^ ^ ic-ffecDW^^ia^-^fc-a-fett^rtin-r -So S18 
lOT'^ AT S^fyfj!jnL;tT S^'5>Jr>y h ^Jli^gMbs 1 :^m^T 

i)^^mM'r^o \^^-rni)^(D^i'^i^m^^tirzm'^itxy'^yys i 8 i iizm^. 

Bt-#^Q!3i^|S 1 5 0^d:^ S 1 8 1 2T'. :/D «y ^5/7^-^®$fcBi® 3 2 tf 
h (ATS ^"^tf :/D y • i/— K) S 1 8 0 7 -C^^Lfe^-f 

S 1 8 1 3-ea. y ^^-^fflv^-r S l 8 l l ■?:?T$^L;fe:7n ^7^-^ 

^ 7=^ — ^S' Om+ 1 h ^J' T-^§o Bt-^'fbT;i'3* 'J 

^?!I;?.«FIPS 46-2-eM^$ti-& D E S (Data Encryption Standard) Hfimm^tl^o 
S 1 8 1 4-7% Bg-^Yb Lfeirn ^ >^iBe^l#:f::iB^-r-So S 1 8 1 5 

^ &HB^bTV^/fe{:^-n{^ S 1 8 0 8 {cMot^ D 07^— ^O^OfS 
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m-^mMRxj^m^mmiz-^i^x. mmcD^n^mm-r^o m2 4cds 2 4 o 
1 mmns^mm2 3 o oiiXy" ^ 2 3 2 Qti^^y" ^ it.^ i-d 2 3 0 

2hy\y (pre -recording) SB^tSf^^-^^^J^ttJ Us U /b^ & v 

— 2 3 0 K T^v'W ;5^!iS'J^i: L'TOt^.'W ^ I D 2 3 3 K t'^W ;^ 
H^^— 2 3 3 2 ^^^^ttSfo ^O§3^^a®tJiB^A^e)0je>A^>5: J; a iz, 5^ ^ ^ 

zru (pre- recording) iB^.mft#-^ 2 3 6 0 {i. ^46fl3^^1{*-t- S 5^ ^ ;^ 
^t3l!&$|*I$tLfe5^>f ;^<57@*®-eftW$g-e$)i)o (pre- recording) 

f^is-^hs y'—'^mmn(D^:7.9-^-om%^^. m%mmnm%m^2 3 5 
0 •^itWLhxn^mmo-^^^um^ ^ o ^7.^—^—2 3 0 1 ^-I'-irv;^ 
tzmmn^m.m\zi^^-^ nn^mmotsi-^ fitzmm^-x-& d s t^^w ^ 

IB^W^^g 2 3 0 0 fi. mz. S 2 4 0 2 t:% -T :^ ^ *^ ^^titS f-^ g 7^ 
— ^©^-Y h;i/^-s ^©7^— c?' SHB^bfcBBIi#^^07^/W;^ I D 

^ffl LfeT;:^^-^ — 0-t«:f^ll# (Generation #) . fiP IB^UftSf^S-^ 2 3 5 
0*M5^*{±i1-o iJitcis S 2 4 0 3-t-ig5^Aiil-r-<^x-^S'*s:g^qltg*^g*^:|rfiJ^ 

m 2 5 rs 2 5 0 1 \Z^\\X. UmM^mW^t.. S 2 4 0 1 xm^^^ 

\.rcy\yn\%^^h. s 2 4 o 2 xm9^\ii^\^rzmm^m-^^^(Dmn^m^-r ^ o 
sB^B§ittft#-^*s^-ritf^*^ rvmmm'tmmifim.-tm%u'^xtji\.^ hm^-^ 

ttftct t) ^)*v^■|ti:^^^i■r'$)i>®-^. m^^'^^^zmmx.. •7.^yys2 4 q 47b^ 
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y r s 2 5 0 1 ^c^5v^Ts iB^^ifif^#-^7&s^t-tfi:f^75)S. yumm 

fto-^ x^ — ^ — izm^\,\Xfs§^<\:,^nrz'b(DX^^m^izit. rs 2 5 

X'T^ >y r s 2 5 0 2 ^::^5V^■r^ 'J tciBfl^n:f7;;^^S' — de-c®1fif^*^ 

iB^H^mf^w^A^^-rt&^tw^T'^fev^ii^j^^n:^:®-^. ipt>, ^^utciBit^ 

— «y rs 2 5 0 2 ^c:^5V^T^ ^ ^ U tlBIt^ tifeB^-l-Ybv;:^ ^S' — ^ — 

^ U t3i3ft^nfe-^:^^$'-^-C0lfif^;{)^. iB^B$1ti:f^«^>65^-ritft^|5l-A^. 
32.{i^tLck D %if r S 2 5 0 3 JzJiJ^ii, L^c^^7^— ^S^ 
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rs 2 5 0 4 t3:feV^T> ^mmmi^ib' ^m^mLtcy^^'i^ X I DhSBo 

T^o ;^7^';/7-s 2 5 0 3 ti5v^T. ^w^m^mm^ \) j (Dm^X'tf:},^ tm^ 

n^'^imtm^^tltzm^its Xy^^^rS 2 4 O 4izmtSo S 2 4 0 4T-tt. 
y'-fT.'^ID (Disc ID) h^T.-^—^— (Master Key) ^ffl V^ T 5=^ X ^ ^ 
— (Disc Unique Key) ^^fig 2 3 0 3 » ^ (D^ — ^m:^mit. M^it. FIP 
S 180-lT"^^6e)nTl^i)>'^ v-^HiSCSHA-H^, :^ ^ ty^ ^ :x I D 

(Disc ID) J:©t-y hM^lZ^y)^)^:^tl%>y'S'^Xtiyy. ^<D 16 0 «y h 
(Dliitli)'^'j£^^tj:y' — ^^(D^^y'^:;!.^m^^— (Disc Unique Key) i: LT^ 
ffl-r^:^i*^. :/o ^Bt■^||i!^^ffiV^fe/^-; ^-^11^13 (Master 

Key) i; 5^ -1- ^ I D (Disc ID) ^XtlLXm^nrz^m^m\^^^ti:if(D:&mifi 

mi-f^ti^o ziismm-t^-^x^—^—it. s 2 4 o 2 -eiBa^A#:*'e>^^^tts 

;^^@*:Sr- (Disc Unique Key) LT <fc V>o 

S 2 4 0 5T% ^-f V)Vm^^ — (D^^^nOo h)Vm^^~(D^ 

^oi¥iB7 n-*ia 2 6 ifZTfs-to ^^mm^m 1 5 0 r s 2 e 0 1 

7=^— =&i3^bfelB^Wi§l©7^yN'-f ;^ID2334 J:. 5^— ^ UTiS 

tiTzW^mmmmy ^ ^' 2 335 s^^^^ta b^ ^^^aj i^tzU^^mmmy ^ 
^'2 3 3 5:b'm-rw^mmmmmii^. ^n^mmm$>^j t^^. rmmp^i^i 

t^^m^m byt5^^^"-f ::^ID2334i:g 3®5=^t-r ;^ I D 2 3 3 1 iStt* 

$>^V>{i^ ^5^*iaibfeS^^^f^JI?I:7^^2 3 3 3>6ss^-ril^^#IM|5B 
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^B^MM^^t^^ Mortal l^fzy"^^^ 7, I D 2 3 3 4 h gBO^^/'^'f I D 2 3 3 1 

ll5fe«ItfeTab SJ^'&ti. ^ X^m^^— (Disc Unique Key) t^^ 
(Title Key) y^^^^XlB. fe^V^^i. ^ m^^~ (Disc Unique K 
ey) 4 h JV^— (Title Key) ts 5='>'W :^ 0^=^— ^ ^^^T M^cD^-^'itifi ^ . 
h;Hl^^— (Title Unique Key) ^^^T^o 

sc Unique Key) h ^J' h (Title Key) 1 D ti)> ^ ^ ^ h Jl^ 

m^^~ (Title Unique Key) ^^f^L. W^mmmm^T ^m^X :it> ^M-^K 
It. >( :^^mM^— (Disc Unique Key) (Title Key) ii, g 

B0 5='7\"-1':;^S*:^— il^Jp^^S' h;V@#^— (Title Unique Key) <&^^-r^o 

m 2 e (Dy u ~\z.'i}^^xmm-r ^ . s 2 e o i ©^j^a^n o. n^^m 

$|JPS^ b)5:^,^iS^T•$>^ii-^{i. ;^ 5^ 7" S 2 6 0 2 i^ita^^^s ^ 'T.^m^^ — 
(Disc Unique Key) ii^-T h;i/^— (Title Key) h^ ;^ I D 5) s 

^ h;i/®^^— (Title Unique Key) ?£^^-r^o 

S 2 6 0 1 ©^J^A^Y e s. fiP^,. S^^^ffeiJIS^ ;:^7^^;;7-S 2 

6 0 3 \Z'MH=f ^ (Disc Unique Key) i: ^J' h;i/^— (Title Ke 

(Title Unique Key) ^j^j^fe-T^o S H A - 1 ^ffl ^/^ :7* 



wo 01/78300 



PCT/JPOl/02963 



55 

^i5> ±sScD|JiB^-e{±s v'X^5'— ^— (Master Key) ^t^-tJ^^ID (Disc I 
D) ^e>7'^' (Disc Unique Key) >&^^bs ^tlt^^ h — 

(Title Key) J:x^W:^ID. 'fe b ^ b (Title Key) iiT^.'W:^ 

m^^ — i)^^^-^ (Title Unique Key) ^^tl^ti^^ir ^ o IZ 

UTV^^;?)^ ■7^-1';^^^^:^^— (Disc Unique Key) t:^^ t UX 7. ^ — 

(Master Key) h7^'f;^^ID (Disc ID) i:^-r (Title Key) 

^'nM X I D U < ^i5='^^"-r (Title Unique 

Key) ^^m\^X^Ji<. ^fe. (Title Key) x';;^^^' 

— ^— (Master Key) }^7=^7.^1T) (Disc ID) i:, 7^/N*-r;^ID (S^>^i#§iJ 
PS^ b;feV^:^-^) b < (S^M^$iJPR^t--5S'^) 
-f h;na^^- (Title Unique Key) ffl^OM^^^ bt * J; V^o 

2 3 1 2ti^hm}kyx2 y ^t"—-^ (Block Data) S^^a b^ S 2 4 0 7 t". :/ 
o >y ^ -7^— ^5? CD^si® 4 /''?-f h ffl 7*n >y ^J' • i^— K (Block Seed) S-fe P ^ 2 

3 1 0 ^::^5V^"C^^b■r^ ^Pu^^i^— h* (Block Seed) S 2 4 0 5-C"^^ 

^D-;/^?.:^- (Block Key) o^i^ismt.. mzumx^tzm 2 2 (Dm^-^^m 

ir^ iLhifiX^ •r^cfc)t>> 3 2 t^j/ Vcozru ^ • K (Block Seed) 
6 4 If >y h ® ^J' -f h (Title Unique Key) hA^^. 64e:^;;h®::rD 

(Block Key) A^Mffl t? ^ ^ o 

^C*5s ±IBT'{i7''r ^IS^^— (Disc Unique key) . ^ h;m*^— (T 
itle Unique Key) ^ zTu-j^^— (Block Key) tl^tV^sSf ^^^J ^IJiB>g b 
feA^ ■^Jx.f^s T^-f ;^ (Disc Unique Key) ^ h;i/©^r^— (Tit 

le Unique Key) ©^^^^fj-r c ii^ft! < ^ :7n y ^ ^{z ■7:;^ ^ — ^— (Maste 
r Key) }l=t ^-^^ ITi (Disc ID) i^J^-T (Title Key) y ^ ^> 

-K (Block Seed) t^/W ;^ I D (#^^^$iJPS ^ b J^-^) b < 

(SMtl^iPS^1-^^®'&) <^ffli/Nt::;^a«v^^- (Block Key) 

y ^ ^ — il, ^{3 S 2 4 0 8 T-s iT'n ^ ^j^— (Block Key) 
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iiB^ufeT sjiaa^^s o o {wj5v^•r^ at s t^-^ <x h v—Amma^mn^ 

X\^^-yuy ^=r — '^-^m.^\^. S 2 4 0 9T-S ^5= — ^ ^^iB^tH A^^^J^ 
^^„^ ^d-e>5:{ttt{i"S 2 4 0 6 tcMO^D 

i:^5t% ±IBcD^m^^3^5V^T^i. ^ — H*if ^ KR B :Key Renewal 

AS .> 5^ 2. J: l> ^ sfe ^ ;g, o 

i^nfl^L. fB^!&X#:®KRB (Key Renewal Block) ^ffi VNtfejII-r -511 1 b 

^ T^-tT^^iht^imx^^o sixriz. m2 (DmtMmt\^x-7:7.-$f-^—(D 

I112 7{3{A. EI 1 3 t[5l«©^?!Iii LT. y'^'^^ 7. 0 i^MMmmzt^m^tiX^^^ 
^ t iSfji^.fflKRB ^^ifi'^isb^mi^Xi^^^ U— 7^ — KOOOOi:^ — h*^ — 
K 0 0 0 ,K 0 0 ^^VN-tMify- H^-K (t) OO^^^U. ^n<&fflV^TM 
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m^y"^ T^— : K ( t ) media;&f#i,fl|^<&^ LT V^ ^ „ CI ilT'fffeK ( t ) m 
HI 2 7 rUB^IftftS-^ (Generation #n)fi^ ;^y^ ^ T^—iz 

i^mOyiy= ^ T^- : K (t) media*H-#b> ^Z^ omumW^OT ^ :^lz 

ia28CD;^5^^3;rS2 80 1 ©KRBcD^^Cia^i: S 2 8 0 2 ©KREO^OLSi 
fis ^n^.tiH 146D;^5^yrS 1 40 3Z^t>"S 1 4 0 4 ^1 |5];{tO^ST'a5 ^ o 
;^7^^yrS2803 {3i5VN-Cl3^S^^E«^7^^ T^-K ( t) medial y — 
K (t ) 0 O-C-H^^-fb bfeBt^:^CE n c (K (t ) 0 0, K (t) medi 

SL)-^mmiWk^ii^^w,^^^. ^yrs 2 s o a x ^ix^w.-^i^x ^ ^ 
fin*, u ^n■tv^tL«^ ^ T^-^x^x^T. "^(Dtimmi^-^a^mm 

it-^ X ^ —^~(D ^ o iz-mft(Dmm t\^^ ^ mtittjii^^ (Dx . m 1 ommmiz:^},^ 
xmi 5izm{.rz. rumuni'tmmttmw^mm^mibmmir^'^:^^-^ 
~-(Dnft(Ditmzx^mmajmitPt'difi(D^:c y-i7itnt>T. ±mmmiz:^\,^x 
^T^—^m^nx^^tiitmm^n^^tmmir^o -r3&fc*>^ 112 9^3^ 
■tmmy u~<DXd i3>6c€.o n 2 9 (ommy n—it^ p^^f T^—(DMn^ s 2 
9 0 1 xm^\^. Mn^nTzM^\z(D^. 7.=7-vrz 2902 ^3^5^^•r=I>5^> 
-y- ® f B^^jfli s <ir 1^ -r ^ ® T- ^ ^ o 

=J >7^> ^3/^— <5'©lB0MS®il^<&s 03 0. 3 1 ©7*n >y ^llSt>*® 3 2 

^^mmx\-^^ % 1 (DmMM}Lnm. umm^^Lx^xit^r 
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^OMMM'^it. MUi^i^±(Dy^—'P <D bit-by-bit t: — ^155 < Um 

m 3 oRx^m 3 1 ^K^tim i (Dnmm\z:^s\-j^:bm i QjSLV^m i 7 iz^;;^ 

■r§l2IT•fe!3^ x';;^^?^-^— (Master Key) (Df^t> ^ ^ ^ ^ T^— (Media Ke 
ft#-f- (Generation #) ^ffl V^r o T V^ o 0 3O2^t>'03 1® 

$> t)s 1 cDia 1 8 ® 7 D — h (c^;;£;-r-So JW.Tn 3 2 ®^S:7 n 

ia32®s32oi tifev^Ts iB^n^^es 0 0 o«g#0p{qE u izmmi. 

r lN;g)^tlMSiJti$B (Device ID) . m^m^m (Device Unique Key) 121 2 
SOS 2 8 0 4XmMl^s —m'^iz^l^i^Xh^^^T'^-r^—K (t ) medial ^ 

S 3 2 0 2 t:j3VNTs iB^:^^^g«HB^^^<*: (Tfey^^f :X^) 3 0 2 0 {C^giJ 
tS?SJl LT<D7^-f I D (Disc ID) A^^t^fB^^ tlT V^ § iT *^ ^fe^St- § . 
IB^^ tlTV^tK^. S 3 2 0 3 T'C©7^^ I D (Disc ID) ^^f±|L (1113 0 
tCffi^) . HB^$ tlTl^:fe{:^t^{^. S 3 2 O 4 T% sfe b < fi^A?)^ 

4?)5>tlfc^feT7^'r I D (Disc ID) ^ :^ P izmmf ^ (m 3 1 

J^IS^) o •T^-r^^^^ID (Disc ID) fi^cDT^-r :^^^i3t^il"o$)n{^ctv^0T% U 

2 0 5 izmtSo 

S 3 2 0 5-?!(i. S 3 2 0 ixm^tiiLTc^^T'^ y^-ty" ^ IB (Disc 
ID) ^fflV>r. ^^'^X^a^^- (Disc Unique Key) ^^^f^o T^-fX^S 

(Disc Unique Key) (Dmmtii^m:&^t Lxtts m 1 cDmmmxmm\^ 
s 3 2 0 6 izM^. -^(D—mommMizm^iDm -^-f v (Title 
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Key) ^^>^'AiZs 2^ ^ V> fi >?)^ b a)^46 ^ ixfr :^?*-e^fig b> y'^:^^izm 
m-r^o IsIB^ts :iffl^-r h;i/ (5=-^) HB^bfemts-ecD^^H^T-^ § * 

^m.Tmm.t.VX(Dm-^nmmmy (Player Restriction Flag) mmm 
m^m-ommmmm^yt (Device ID) ^ ^ iztiMir ^ o 

(Player Restriction Flag) . Mts^SyWIg (Device ID) ^mm-t^ 

::^-7^>yrS3 2 0 7;'5MS 3 2 1 5«|1I 1 8©S 1 8 0 7 1 8 1 5 i: III 

^c*5s ±1301540^ T'{i^ Ay'^T^— (Media Key) t'T^:^^ID (Disc I 
D) iJ^^y" ^ X^m^^— (Disc Unique Key) ^^l^h. ^Ltit-^-f V )\^^ — 

(Title Key) i:5^/W::^ID^ b < Ji^J' h (Title Key) iiT^^W^ 

H^^ — ^ij^^^J'^ h;i/S*^— (Title Unique Key) ^^ti^ti^f$,ir^^^iz 
bTVN^*^ 5^-1- (Disc Unique Key) ^ b T ^ -i" T ^ — 

(Media Key) ty'^X^lD (Disc ID) ii^J'^h;!/^— (Title Key) 
^ I D^, b < (iT^.'W — h;Hl^^— (Title Unique K 

ey) ^^fiSb-r*) J: <. ^tz. (Title Key) trfflV^-fts ^ 

^- (Media Key) i:5^'f;^^ID (Disc ID) t^^W ;^ I D (S^MfiJPS 
Sb:&V^:^-^) b < fiT^^W (S^^^§lJPS<&-r;SJi^) 
(Title Unique Key) bT * J;V^o 

JL:^JiO J: -5 Jc: bT. pi 5=^^ T^ — ^fflV^TlB^^l^i^^t^y^ — ^ <£HB^-ri) CI i: AS 

±HB® c):^ b-tlB^^nfe-x — ^5^ ?l:^:i-r 3 3 © 7* 

113 3(i. B 1 2 3 jr:?stiiS-r§0T"a5 Ds •^T.if—^ — 

(Master Key) ©f^t) D ^ 5^ T^— (Media Key) A^^fctL. ^©fefelB^B^ 
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Iftf^S-^ (Generation #) 5b^#l0S$ nT V^ -2);^xi)^M^ o "C V^ o 

I2I34OS340 1 ^z^\.^x. mmu^mm 3400 m'&mp^ii^'T^:&^y' ^ 7. 

^ 3 4: 2 O-a^^^ ^ 7.^ IT) (Disc ID) S g #CD ^ U ^ g B^^tlM 
S'Jtt^i: LtT^-zW X I D (Device ID) , g B©^^liI^iil!Efe S t^^W ;^ EI* 
(Device Unique Key) 12 2 8 ® S 2 8 0 4 T'lt^ b — B^fi^Jlzi^i^ U t V^ 

^>:tS3402T% 5=^^ 3b^e)^5^itl-r^^7^ — CD^S' -f b (Title 
Key) ilCcD'T'— ^J' >g:a3^ Lfc^^Ox.'W ^ I D (Device ID) t^CDT"—^ <D 
n^^^MMy (Player Restriction Flag) ^m^tHiTo 

^t;S 3 4 0 3T% :i(Dy'—^i!fin^oimx-^^ii^^i^^mmT^o S3 4 0 

3 cDmm<Dmm^m3 5 {3^1-0 

;^5^>;/7'S3 50 It'ti^xf T^- (Media Key) tife 5b^S ^^^iJ^-T 

^ rS 3 5 0 2 izMtSo Xy^^yzrS 3 5 0 2:StJ«S 3 5 0 3 © 

mmitm 2 505250 3;st^"s 2504 t^n^timi^-t^^ s^^^sijpi 

7^^^ (Player Restriction Flag) ifimi-n^^mmm<Dii^mifi. ^U^m^U 
l^$nTV^^J -ea5 A^-o, S 3 5 0 3 Tf3^?^^*:*^e.^J^ai bfeiB^b;tm 
^©T^^r-r I D (Device ID) ts S 3 4 0 1 X' ^ ^ V iffi ^ms^tH Lfz MBCDy' 
^^^7. ID (Device ID) {3 J; 15. ^|B^bfe^ti*sg^•r-a^cV^J i:V^^2■c5CD 
^{^*^S^cofeJl-gr{3tt rn^pp-pjtgj J:^J»rb^ «y r S 3 4 0 4 S 3 
4 0 9 ^;;^:ar^j/ rUTs #^i!iLS^^Tt)-rJ-^Z{tS<&^s|T tlJL:>l^CD:®-^ 
J3fi r^^pjfgj ^fijrrbt S 3 4 0 4 l3Mtfo 

;^5^y:7"S340 4 73MS 3 4 0 9 OMmit. ia24©S240 4 73MS 2 4 

0 9 tnmx$)^rzit>. mm^^^t^o 

t^^. ±m(Dmmxit. :^y'^T^— (Media Key) t^^:^i7lD (Disc I 
D) tf^^v" -i T.'i^m^^— (Disc Unique Key) ^:^J5gbs Ctit^S'-T — 
(Title Key) hy" ^-^-f X 1 B . b < (i ^ -f h ;i/^r— (Title Key) 5=^^n* ;^ 
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H^^-A^e. ^J'-f h}imm^— (Title Unique Key) ^^ti^ti^jjj^'r ^ iz 
L■rv^?)*s^ ^ 7.^m^^~ (Disc Unique Key) t i^X ^ ^ ^ T ^ — 

(Media Key) ty'^T.^lD (Disc ID) h^-fh;!/^— (Title Key) =t n 
-r;^ I D^b b < fiT^^W ;^ia^^-7{)^?>Ig®<5' -r (Title unique K 

ey) ;&^fieb-C t cfc < . ^fe. <57 (Title Key) ^fefflt/A-flC. / ^ ^ 7- 

(Media Key) h7^f:^^ID (Disc ID) t^'^'W I D (#^^t§§iJPI 
^feU^feV^Jl'^) ^ L < (S^Mt5§"J|5g<^t--2):l^) ^ ^ ^ 

(Title Unique Key) bT J;V^o 

•S o 

[BB^S:i^Bt ct§i3^^{*^®dr-Mif^D >y ^ (KRB) 
i:^5T% ±xlib/i^Ji:-(i. ^-Mir^'n <^ : KRB (Key Renewal Block) 

6 0 \ /Y 120, 140-^. ^7^A360 l^SiH^bT^CD 

^i^>{p?)SMbfeKRB (Key Renewal Block) :g*I!J{c:|B^^^#:{::7^— ^ §§3 

^ C ^ T" ^ ^ o 

(i^i6. AtB± I/ri 20, 140-^^7^A360 1 ^ bt ^Jp — Mif IT'D 

<^ : KRB (Key Renewal Block) i: v;;^ ^ — dp— ^ y — h* — T-Bf-^-fb b it Bf 
■#:Sc^A^b. g#©t3it^mT-2fe^^^ U 1 8 0^{3|&j^bT*?^. :3>5^> 
IVt^— ^5^ ®i3liir^#:^3^-r §iB^®P^t3, H 3 8 Jz^f^ D — 5^^— h 

H 3 8 ®jza.ii7 D -co vN-riiBj 1-^)0 ;^7">>rs38 0 l^c^5v^-t^ 7"— 

^i3^b<t 5 §HB^^S^#:{3{igE{z^ — MfflT'D >y : KRB (Key Renewal 

Block) t^mm-^nx^^^fi'^ti^-k^mr^. mzmmwkmz^--^my^^y ^ 

KRB (Key Renewal Block) A^IB^^ tuT V^ ^^^'^•{^{i::^ 5^ 7° S 3 8 0 2 ^ ;^ 
^y rs 3 9 0 2 {ijl^^^s H 3 9 ic^-Tcta g#®i3^i^®^ m^\t^'^ 
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V 1 8 OiZ^m\^Xi^^^-mm^^ y ^ : KRB (Key Renewal Block) 

itimmmiz^i-jr:s>zi tf— $ij^] 

t^-UT^)^V^<fe6D (inl^-RlBfe) if d ^li^ =i t^- b T ^ V^ 3 > 5^ > 

m^^ffom^om i 2 0gB^:^^^g®^iist::ovNT. 1^4 o:sr>*ia4 
*5^^-t^i. 1214 0 (A) (oyu-^^'—hizm-orzmmmmifint>n^o m4o 

v'-i i^^ )vm-^<D:D>y^>^y (T^-f S^^;i/3>5^>>:/) IEEE1394iy 
U XtH;^ 1/7120 \z^^-^n^}i. ;:^7^>j;rs400 

1 fC^JVNTs AiBij I /F 1 2 0 {is ^©T^^" S^^;i/=J ^^'^^gMbs T.'r- 

>y ITS 4 0 0 2 (Ziitfo 
;^7^>yrs4002 ftts Aai:^j I/F 1 2 0{±. bfeT^-r 

F 1 2 0*s^«bfcn >5^>^;/*SB*-^,fti^^-tv^;^V^j^-^ (^Jx.{i\ ±x£®D T 
CP <£Mffi-a:-rt^s ¥:^C®=J >7^>iy;{)S. AtB:^J I/F 1 2 0 {C'^^^tlfej® 

Sfex IBM^^^B 1 0 0*SD T CP^;I^P$!!lbTV^^^BT•fe§ i: bs DTC 



wo 01/78300 



PCT/JPOl/02963 



63 

n \^ — mMW^t LX(D 2lf-/h0EMI (Encryption Mode Indicator 
nTV^^c EMI;i)SOOB (Bits ^(Dm(Dmti^ 2 M^X'^ ^ :i t^m.ir) X^ 
^m-^lts :3>7^>'3;;653tr— :? iJ-CDsfe®(Copy-freely)T-^i)Ci:^^Ls E 
MI ii^ 0 1 BX$> ^m^lZit. ^lyy^y^i^ifis '^tlliX±<D^ \f-:§:ir ^ Zhib^X 
^>feV^ 'fe©(No-more-copies)T'fe -5 d ^^^-To ^ tz, E M I A^' 1 0 B ^ -5 
M^it^ -n^v-l^Vi:^. 1 j^/r (113 t^—UTmv^^) ©(Copy-one-gene ration 
^ilil&^b. EM I *M 1 BT"fe§«^{3{i, n>7^>»^As, ntf — >bs^±$ 
nTl^ ^) ©(Copy-never C t^^To 

umn^mm i o ooAtii::^ i /f 1 2 oi3#t^^^^^=^(3EM i ^^^^n. 

^©EMI*s^ Copy-freely-^Copy-one-generationT-S> -i) ^ n>7^>'>' 
tf — qTHl-efe ^ i:^J^^ti^o EMIA^ No-more-copies-^Copy-nev 

X7^>J/7"S 4 0 0 2{3^5l^T. n > 5^ t:— RTt^-e ^ V^ h^J^ $ n^fe^ 

;^7^«;/rS4003~S4005§;^^^yrbTs S3^i!!LSSi^T-r ^ o b 

r s 4 0 0 2 ^zi?v^•r^ Vt^v*:^*^^ t: — qrtg-e$)^ i:^!!^^ 
tlfc®-&^ ;^-7^'yrS4003 Ji-IT^ ;^5^y7*S4003~S4005 

US (A)®^5^';;rS302. S303^ S304 {ZiStt^^Si: 

l^«®^S>{)iff foti^o f^t)-^. TS^a^@3 0 0{3 ct-s 

7^>>;/i:J:*)J3, EMI. EM I ii|5iil^z3 t:— $ij|a|)K^<fe^f ti$6 

(«?<Jx.{Ss D T C P t3 43 {t^ embedded CCI^^f) ^UU^tl^o 
^®P^s — ^fi^{^f±s Copy-0ne-Generation^^1-M^{±. ^tl&.±(D:=i\f~^ 
fF^ ^CVN J: a. No-more-copiesic:^i^^nTBB^^ni>o 
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^mmommn^mm'^it. 3 ©em I -^embedded CCI:feh*©=i tf— ^iJiHtilg 
a {3, A T S ^ 2 4 tr h75M3 0 t*<^ h^t. =i t^— ^Sn^ 3 2 tf 

^^ij' ^(DT±a ^'im^cDu >5">'j;^. mmmmzmmir ^m-^izisi^^xits 
114 0 (B) (Dy u—9-^'—hiz{yrzt^^rzmMmmi!fint>n^o m4o (b) 

Xthiji/F 1 4 0 Jz-^^^n^ ii^ Atti:^; I / F 1 4 0 fi. rs 4 0 1 

M b T :^ D ^' 3 > 5^ > :3 If — Rltl ^ ^iy^ifo ■b^^m^'T i> o 

c ii-TTs xy^^ys 4 0 12 Am:tr i /f i 4 o 

Mbfeff-^l^s x'^J^ D tfi^ 3 >(Macrovision)M-^-^. C G M S - A (Copy Gener 
ation Management System-Analog)M-^}6^'^ ^ tl ^ if -5 A^t^^-:? v^T fr t)fL ^ o 

■r^^D*.. -^^^ D tf 3 >-ft^(s, vEsy5^(D\fy':tti±y hy^—yizmm-r 

y Xii^c^ ci: a «cfg-^-efe !?. dtiA^s AtB:t7 I /F 1 4 0 T'^{t bfe 
im^iz^mti^m^izit, T±u^nyy^yyit. n t: — ■5IH^■r•^l^ iifll^^ ti 

•2) o. 

n If — :? ';—®^fe(Z) (Copy-freely). 1 ^gi^ttn If — bT^V^ % ©(Copy-one-gen 
oration), ^{i:^ bf — As^Jt$tlTV^i) % O(Copy-never)® -5 t> © V^ "T titr § 

Lfc:ip'o-C. CGMS-A«-^ds. Atti:tH /F 1 4 0 T-§ft t 
tl. ^© C GM S - AfS-^5{)S. Copy-freely-^Copy-one-generation^^ b 

CGMS-AM-^As^ Copy-never^^bTV^■g):®'^^c:tt. T:^ o ^'zi > 5^ > >y 

^^t. m^i^. ^ D If i; 3 >jt-^ife, CGMS-AM-^*. AttS:trl/F 
4 -e§MbfeM■^^3-^^tl^i:V^:l'&}I^i. Ti- u ^ n > > it^ :3tf— qJH^t- 
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^fircm-^. ;^7^>:/rs4oi 3 7&SS 4 0 1 7 ^x^y mmmm^m 
Tt^o \^tzifi-ox. iLom^i^it. ri>5^>';;tt, mmmi^ 1 Q \zmm-^ nta 

ilfiJ^^nfeil-^. >^7^«y7'S40 1 3 l^zM^. . :^7^'yrS40 1 3 
S40 17{3i5l^■r. 133 (B) 0>^7^^;/rS32 2 73rMS 3 2 6 {3 is (ti) MS 
Ji|5lfll©^SAMT^3tL> :nyy-y-yifi^^iy^)V^m-. MPEG^^ 

o 

^ciJ. Am;^3 I /F 1 4 0 T-^M bfe7':^D i^'fg-^}-^ C G M S - Aft^*5-^ 

GM S - gB^^I#:{c:l3a^ti:g>o f^t>t.> gllO-C^UfeCCI*) 

b < «^®^fe®tS$B®g|5^lc:, ^Lom^i^mm^ix^o -^fl<jf3(i. Co 

py-One-Generation*^-rt»fg{i. ^tLJiA±® 3 t^ — ^feg^^^ ^,^ J; 5 . No-more-c 
opiesi3^i^^nTfiB^$ni)o -©Us A J3:feVN-r^?!l^{i rcopy-one-gene 

ration© 3 tf—0J|llg]ti$g{±, No-more-copiest ^|^-1i--r{3§B^^§ >{)^s No-more- 
copies i: b T SI ^ j tii}f:(D)\^—)\yifi^^)5b'hnx\^^^m-^^±. c©pi d -e{i^v^„ 

iJjt^, HB^^-f^tZHB^^ tlfe3 > \y S:^^ UTs ^ )\/ u y =7- y }l 

\^X^mz\htsir^m^\z^^^X\±^ E14 1 (A) ©:7 D— ^-v— h 

^mmifi'iTt>mo EI4 1 (A) ©^s^cov^-rlliBJ-r^o ^-r^^ofz, 

rS4101. S4102. S4103 \Z^\^X. MA (A) (D:>^^ T S A 0 

Is S 4 0 2s s A 0 3\z^\-y:h^m>imm(Dmmm'st>ti. cntCckD. ib^ 

1 1 0 ^^O^bT. Xmf3 I /F 1 2 0 ctt^^n^o 
XJ±S:t;I/F 1 2 0(is :;^5^y7'S4 1 04t:fei^-r. ^:ii::'tt^$tL-2)7^f' 
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Xtatl I / F 1 2 0 f3#^i^$tl^5=''f i^^S^;i/3 >7">':;{3EM I ^ 

^fes 1^J;?.(Ss Xmti I / F 1 2 0 {3#fc|&^n'i)X^'f > 7^ > E M 

E M I ^®EMI (iB^^tDfeEM I (Recorded EMI) ) 

iiK Copy-free lyt' ^ ^J' ;i/ rr > 7" > « . ^T" If — RTtg^ ^ 

©T"^ ^ ^l^yj^^ti^o Sfes EMIA^ No-more-copiesT"^i) il^tca, n > 

>&:4b\ — ^fltJt3(i^ 13^^ tlfe E M I Copy-one-generation-^'Copy-neverf 
2fe S C ^ {itcV^o Copy-one-generation® EMI {i §3^8$ tc: No-more-cop iestd 
^n. Copy-never©EM I <^^-o5^^ i^^S'^l/Zi >7^>^;/tt, Mimmi^^lzfi 

^$tl^V^A^^■r*fe^o -fib. i/^^'T^ A{Ci5V^■r^?!Ix.{^ T Copy-one-generation CD 
13 1: — ©JiiPt»^{iN No-iiiore-copiestgJ^-&-r{-l3^T-5:6s, No-more-copies 

;:^7^«yrS4 104t:feV^T. 3>7^>^>'ds, =^T-r3 tf— pltfe^*)©T*a5 i> 2: 

m^^tit^m^. xy^^i/ys 4105 i:im^. xthti i /f 1 2 ofi. ^©t^i- 

^fzs >^'5^«yrS4 104 13^3 V^T. 3 >y^>^yi^. mX'Zl l^ — ajmU^ (DX 

tRi^^tm^^titzM^. y°s 4: 1 0 6 izm^. xtati i /f 1 2 o ti. ■e^j 

'tti:t>t>. ±M©ctat3, HB^^tifcEM I No-more-copies-T! 

^^-^ (*b<(is A^C^5V^T^?!l^{^ rCopy-one-generation©3 f — SiJ^ 

ti^fi^ No-more-copiesf3^J^-e-t°{3iBM"l"-2> No-more-cop i es bTgi 0 j 

o;!/ — ^©^ffT-eH3^^n:t em I A^Copy-one-gen 
eration-e^-5^^) izit. :J>y^>yit. ^tia±©=J t^ — fifF^n^feVNo 

^Lcotd^. xmts I/F120{is DT CP©M*&i3tJ£VN. ffi^©^Bi:©F^ 
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mz. mmmmzmm^tirz=iyy^yy:^n^\^-z. T^u^ny^yv}i\^ 

r^gU^3ttS;^^■r^:»-^^w4^v^T{i. I2I41 (B) CD^^D-g^--^'- h 

^j!isAMTfc)tii.o 114 1 (B) ®^lit3ov^-ciiB^-r-l)o rs 4 i i \jh 

MS41 15^ZiDH^T^ 114 (B) CD>^5^';/rS4217i'SS425 t::43{^€>^ 
TS^31. MP E G7-*:3- D/A^J^^bs^^r^ ti^ o C ^xiz J: D f# e> n ^ T 
T^^ti I/F 1 40 (±. ^3/^34 1 1 6^3i5V^T^ ^Z.\Z^^^-^f\,^-=iy 

^fe. >7^>^:/oiB^B$Jc:. ■^Jx{i*D T C P CD^^gtCtiEe^ Ts EMI3l{i=i 
tf-^Wm^A^iB^$tifeil-^l3(±s ^©tifS*^ Copy-freelyT-fe^ 

E M I tf — SiJ^ti^5t)^x No-more-copies-e^i)^-^. sfe U < {i^ 

A ^3:feV^T^?lJx.{^ rcopy-one-generation® t: — gj^ti^&x No-more-c 
opiesCi^i^-tir-r t^iB^-r No-more-copies UTg^^ j h V^ 5 — ;i/ A^^^) 

^ tltV^T^ ^®^#TT"i3^$n7t EM I tf— $iJ1®ti$SA^Copy-one-gen 

erationT-^ ri>7^>y{is ^T-n tr— rThI'S: t ©t-^&vn n 

^ ^ (3. A/±S::^3 I / F 1 4 0 \zWi^^t\^^T±u^zi y=Tyv\zzG 

ili:%l::CGMS-AM-^;0s|3^^^T,;t:^^t3(^^ ^® C GM S - Aft-^;?)^ Co 
py-freely^$>^ t T-^-d ^'n > 'i'ti, ^t- tr— pJil^fe * CDT- i) 

Jl^J^^fL^o ^fe^ CGMS-AW^A^s Copy-neverT-fei) J: T^D 
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t\.fzm^. 4 117 xmti i/f i 4 ott. ^z.xz.'^n^^tx. 

TzT-^u^m^^. ^oi^i^Miziiit!L. n^mm^mT-r^o 

fij^^nfe:^-^. ;?5^iy 4 1 1 8 \zmH. XHiij l/'F 1 4 0(i. 

No-more-copies-t^ 5:®-^ (*L<fis ;^ •t^ A 43 ^ T ;t Ji" rCopy-one-gen 
erationon tr— $iJf|ItS^{±N No-more-copieslz^J^-g-^tciIH^-r No-more 
-copiesi: bTSio J i: V^ -5 — ;i/ ^6^^ 46 tlT V^ ^ 0^{^TT'gB^^ ttfe E 
M I tf— SiJiSlW#65b5Copy-one-geDerationT-$>-g)^-^) n>5^ 

Z.(Dfz)sb. X\htl I/F 1 4 0(i. r:^Di^n>5^>^;/>£, ^ntz, 
D 3 >/t-^-^s Copy-never^^l-GCMS -A{t-^:&Y^^ADLT. 
a5:t>t-'5o t?S^{Ss IB^^tlfeCGMS -Aft-^A^ Gopy-never'^-fe 

F4{i. C GMS - A#-^<&Copy-neverl3^MUTs T:^ n ^''n > \y i: ife 
S I i: LT^^f ^Ci:*)PlHgT-2&i>*^ mMcDn > l^o. — 15^ 
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^4205-^ROM4203 \Z^m^m\^X^ < ^ti^X'^^o ib?>\^^it. ra 
^=7 lx\±-7Xiv Yi — =T A CD -ROM (Compact Disc Read Only Memory), 

MO (Magneto optical ^' ;^ ^ , DVD (Digital Versatile Disc). MMt^-y;^ 
^ 'J tci:"® U A-y^•7;HB^ir^#;4 2 1 0 — B#6<jab § V^{i77<M 
fltJt*&$fi (IB^) < h^b^T-^ 3© d U A— ^•^7*;i/l3^^^-f*4 2 

^cis. 7°D^*^A{i. ±aibfe J: ^ U A— y\":r;HB^^*#:4 2 1 0 r3 > 

fflOAX^tM^^LTs =i>tfaL-^tc*ff||t"feiiLfe LAN(Local Area 
Network). ^ > y h t^^ -o fz^-^ y h U — ^ \^X ^ n > t: ji. — ^$7 fZ^^S 

T-te32ib. =3 > i^jr-^j^-cti. ^<Dj:.oizvxmM^nx<^ytiv^A^..m. 

«5P4 2 0 8 -^SMbx f^M■r-5^^— K7^i'>^^42 0 5 f3^>;^ h— ^l/f-SC 

3 > tra. — ^(i. C P U(Central Processing Unit)4 2 0 2 &f*I^ UTV^ 
CPU4 2 0 2i::«. ^t;^ 4 2 0 1 LT. XtHtl y^y:^--7.4 2 1 1 3t)S 
^^$nT*5 CPU4202{i. A£tS:*7-f > ^5? m — 4 2 1 0 5S::/^b-r. 

^-■tf (3 j:oT. ^-^s- Y "p-^ t7 :xmxm^-^ xts^ A 2 0 7 A^sf^^n 

-2):ii:{cJ: ^n\z'^^X. R OM(Read Only Memory) 4 

2 0 3 {::Mill^^t^■rv^i) A^^H^T-r^o 

fei)V^^i. CPU 4 2 0 2{i. J\— Y =t -i >^ ^ A 2 0 b nx V> i> 

^•^A. ^M^b < fi^ >y h ilMgP 4 2 0 8 T-^it^tLT 

^N — h-7^^';^^4 2 0 St-fV^ ;i/^nfe7'D^^ A. X« K ^ 37- 4 2 0 
9 t-^*$nfc 'J A->'^*:/;^f3^$«^^:4 2 1 0 is^ii>m^\!A-^nx^\— Yt"^ 
4 2 0 y:7. h— ;i/^nfcrn^*^ A<^. RAM (Random Access Memory) 4 
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2 0 4 (3n — K btH^T-r-So 

l<&^UTs L C Ddiquid Crystal Display)^;?^ t^ — n§ m;^/gp 
4 2 0 6;6>^tB±s jiMgP 4 2 0 8 ;{)^ 3@|jts ^?>t^{i. J\— Yv" ^ 

^ 4 2 0 5 (3iBl^$^-1J:So 

roHt-^-fb/^-^L S I T-lt^f §«?>J^tt"tvi: bTiiBJbfeyt)^ 3 >5^>^^© . 
Hg-^ib/^-^Sfrd ^OxK. 0 2 Jc^l" CPU 1 7 0 

T SMS^^ 3 0 0 ©$Q.S% C P U 1 7 0 A^Hfr-r S lo©v:7 he7:nT^i^a- 

— b T t- -5 :i ^ *5 RTtg -e -5 o 
c §B^^#:® M ^ g ;r t>" ^ ^ ] 

114 3{3{d:. IB^$A#<&MatfS hai^tc. iB^^«#:{::^bt:5=^'f I D 
(Disk ID) — M«lr:^D ^ : KRB (Key Renewal Block) :Rt>\ Bg-^Yb^ti 

T e)nTV^ ^ti^f3^^^#^3^ b-Cs 7^'f;^^^ID (Disk ID) — Mff^Dy 
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^ : KRB (Key Renewal Block) ;St>\ Bf-^-fb ^ tlfc ^ — Jf^-XttHt-^'fb ^ 
tiTzy^T" T^—^BimT^o $^{3. CTv;^ ^— ^ — ©rb (pre- 

recording) iB^mf^i»$g (Generation#n) -frTiB^-T -S o 

^^m^mm^ S O Oti. I D (Disk ID) — Mff:7*D >:/ ^ : 

KRB (Key Renewal Block) St>\ Bf-^-fb $ tife v;;^ ^ — 3^ — XJiBf-^'fb^ tife 
^T^-f T^-^^^!^)^Sttb'rv^^^^ 'J 4 3 o 2 'fe u < {i^offeoiBft^^i:. 
mmmi$^4: 350 ic^^^^^^s§^^T3t3^Jl#;i/F 4 3 0 3 i:. fiiicD^g 

h:(Di/F ttn^xmti i/F4304h^ ^n^^mm-r^mm^^ 301. 

HI 4 3®;^^T'^i^ U 4 3 0 2 :5^t>-H3^*«#: I / F 4 3 0 4{is ^ 
MM3^^^^3|^^$tltV^;g>M>&^^t"•rv^-S A^. U 4 3 0 2RZ^Mmmi:^I 

/F 4 3 0 3 *)OT-fe oT^ 

±iB®7^'f ^ I D (Disk ID) , ^ — Mff ^ : K R B (Key Renewal Bl 

ock) St>\ Bt-^'fb^nfe x':^^ — ^ — XttBt-^^b$tife;'< T^ — . -t;;^^ — 
^ — (pre- recording) IBii^lfif^tifg (Generation#n) it. m^itMwily 

±I3p< ^ U 4 3 0 2 iZ^m^tiXi^^^T"^:^ ^ I D (Disk ID) — Mir 
: KRB (Key Renewal Block) RV^. Bf-^^b^tife v;^ ^ — — X{iHt-^<b 

T^-ji. ffeijfi^gM 3 0 1 (DmrntDT, mmmi^ i /y a z o 

i\-\^XtZ^t^W-\z^S,m.-^f\,^o >j^>'W\zjlts\:.X'^7.-^ —^ — (Dyv (pre-r 

ecording) IB^-ffiftM^ (Generation#n) J3o vat 'felB^-T-l) o 

7='^';^<5^ID (Disk ID) — Mllf::^D ^ : K R B (Key Renewal Bl 
ock) :at>\ Bt-^-fb$n;^cv;;^^-:3r-3ittBt-^'fb$tL?t^7^')' T-^r-s v;;^^- 

(pre- recording) IB^Itf^mfS (Generation#n) {i. ±MLfeJ:d 
tc:^^ U 4 3 0 2 ^3^4?)*&M$tiTVAS*)0^^fflt--g):e{tT>5: <s ^J^fiAiH 
I / F 4 3 0 4 S^TM^ t H^tf -fe > ^ f> tlT § ^ ® ^ A^l" ^ 3 i: % 
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'biZs timmi^izM LX ^ ^ I D (Disk ID) — MffT'n y ■i^ : KRB 
(Key Renewal Block) RU^ Bf-^'fb^nfe ^ — XttBt-^-fb^tife^ 7^ 

7-^-. (pre- recording) IB^tft-ftffi^g (Gene rat ion#n) 

fihLT. 0^b*cv>i&^oMAixgi:i<fc D D VD. c D m^mmmmi^i^^M^ 
ALT ?) o 

M3t^tifelB^^l#:t^LT. 5^^':^^ID (Disk ID) y 
: KRB (Key Renewal Block) :St>\ 0t-#Yb ^ fife x';^ ^ — ^ — XfiBf-^Yb ^ 
fe^ -T^-f Tdf^ — ©fB^^aa^&llfT-r §0 ^Tz. SWlZfiBlS.X'^ :7.^ — ^~(Dyiy 
(pre- recording) iB^-tS-f^^^ (Generation#n) ^IB^-T^o 

i>x±(Dy' ^ ^^mMmmru^:y(.iz^v)^ mmmmt. y'-<:^^iv) (Disk i 

D) — H^:^^^y^ : KRB (Key Renewal Block) J^th\ Bf-^'fb^ tlfe v';;^ ^ 
-^-Jl^Bt-^-fb^nfe^T^^" T^-^iB^UfeJK^T'M?gXj»3{)^^tH^^ni)o 

vx^— ^ — ® ri/ (pre- recording) sB^1it{tti^ (Gene 
ration#n) >&|B^bfe^^ M3tx:^;6^ £tS#$ fi^ o 
CKRB©7;t — h] 
in 4 5 13^ — Mff^D >3/ <!7 (K R B : Key Renewal Block) © :7 ;t — y h ^ 
m-to n—V^ > 4 5 0 1 {i. :3f- — Mir^^D ^ (KRB : Key Renewal Block) 
<D^N' — >^^^ilSij^-C"fe^o 7^r;^ 4 5 0 2(i^ ^— jg^T'ny^^ (kr 
B : Key Renewal Block) ©SB^^OT^^^'-f ;^ C^-TS pgS *>"J — ©PgMife^^-To 
7^— ^f/lt^ >^5^ 4 5 0 3{i^ ^ — W^y^ «y ^ (KRB : Key Renewal Block) ff 
— ^^BC-tiig^S^-r/l^-r ^^J'T-ag) ^V7i'^-( >^ 4 5 0 4 {i^ <>*gB©'tum. 

m^^^ >^57 4 5 0 5 {iw^®'te^^^-r^-r >^t:-$>-i)o 5=^— <57gp4 5 0 6 a. 

^ ^^§154 5 0 7 {i, 5^-^g|3t3t&igft^tlfeBi-^ib$tLfey- h*^-. 'J-7:^\r 

EI4 6 T(is 5=^-^ i:br^ciai2 (A) T-tJiB^bfc^— Hff:/D y ^ 
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(KRB) ^Tzirtt- §#0^5^ bT^/^^o CO^Ct'— ^{i. M 4 6 (D^ (DmiZTjk 

Bi-^'fb=3r-®S±IS®7^-^ E n c (K (t) 0, K (t) R) {i, EI 4 60 
:^(Dmm'y ^)—\Z7fk-t&.m^-^^. iic-c% ^):cDx — ^{i^ Enc (K (t) 0 
0, K (t) 0) -e^!3> ^y U— _hT"{iBU©T^— ^0:feT©^iiBfcag>§o 'r — '^ 

^^t^Q. ^V^^^{i 1 :^IS^$n5o ^^'tt (L) 
* (R) ^} hbTlS^^n^o g±^©7^-^Enc (K (t) 0, K 

(t) R) CDl^^Zltv" — ^ i^^^CD-^. L^^=Os — ^J' ;?)S;5;V^®-e. 

R^' 1 i;^c§„ WT. -T-^TCDt^-^ t^^J' ^A^IS^^ti. 114 6 (c) 

|g©ipS^fqI^^{3^a-r:5)W i d t h f i r s t 
depth f i r s t 0V^■rtl:f)^^fflV^S®}^)5$f 3iil?$» i)o 

H 4 5 KRB 7 — x' «y h ^C■ov^X^ ^ ti5feB§1-^c (Signat 

ure) dE:.-||gf::rD «y (KRB) ^^^r > ^ , 

;^{*W^^aEiZj;oTIE^^dp — ;gff^D «y ^ (KRB) ^fr^^b^^^^ l. ^r — 

jiif^Dy^ (KRB) "e$)^ci ii-^siii-r^o 
ii ^ o $E H CD io * # ffi -r ^ ^ -e 2fe ^ o 

W±^ i5£0^bfe<J:d t::. *^8§ofi^tB^II^^Bt^ ^y U - (tK) a 
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^ (KRB) ht^bizmmt-^mmtLr^oo)'^. mmm(D>j^^wti:y'n^ xizcd^ 

cfc D mm^titzmtztjimtcD-^X'^-^-^m^-r^mB^ii-r^^tizx^. k 
If ^ Lfes^o^-^D ^^mm'Rimx$>^(Dx. m^(D7'/^'< xm^xoDi^. 
^^h-^:^^-^—^mm\yX^±izmmm*mnx%^o 

^mizi^m^"^. ^oxtt\^ {m^mmmwi\.ti^\^) m^^z\^mmmmmm (5^ 
n-(xiT>) ^'T—'^om^m^zi^m-^'^x^mh-r^^o^z-t^o ^^\z^ ib 
m\^tzm^<Dm^mmmm}i. n^^^mm\ytzi^\^u\^^i^(D}f%^(D^- yx 
mm\.rzis^-^m-rmm m^mmmmy^^) ^ummw\zmui.x^ <m^}i 
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t ^ ^ o 

■^ihm^^mir^rzisbcDtdmmi^±(Dmmi^^miiti:^. yr-^^w^ifi^ 
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tf^-t3j; t)Bt-t-fbtfc^-Mff7*D >y (KRB) =^M«f^^ 'J - :7 © 

tu SB ti ^ IB ^ ^ M {3 43 ( t lu 33 Bt ^ 51 ^ © {i ^ 

^-mmy^y^ (krb) ©Ht-^^st^ct tuiBHif^- H^-^mfft- 
5. mm^—wmyuy^p (krb) tEmmmz^m^n. 
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mBEB.mw.i^ij^^m^iii^nrz^—mmy'uy^ (krb) iz^\,\xo)\s§-^m' 
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§^7-?^>y b t::^ftB$gijfS$g (ATS) s^in-r-i. v^y>^-^--Y • :^ h u-a 

BuiB^ft^^JtilE (ATS) (Dnm-^nf^lU±0^-^^ Yiy'^iht^^yti 

m'T-i' iLmm^LmmMmn (ats) s-^tfi^D -/<^5=^-^la:^^Df^fi□«fg-e 
1 0 . mm?^^mm^m^. 

1 1 . tuSBti$gH3^^g(±. 

BB^^^^t^i-i>iB^>!^^i::fesm^?&^it-ri)-r >^5' :7 

2 If >y h© EM I (Encryption Mode Indicator)^ilSiJ bs M I {z^-^vnTHB 

f3 ^ t- ^ 13^^ ff © qjs ^ $ijfp -r ^fiE ^ w -r S c t ^ f ^ IS * © 

HfflB 1 3RiB«©«fgi3^^g„ 
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-^tf^af^-^r J: DBt-^'fbbfc^ir-Eif^D ^i/ ^ (KRB) SBHr^^i:^^ U -7 
tu IB tS^SIBM^g *?{:)■ -S BU IB Bt-^^a^^fis 

BuiBMfr^- I'^—xm^itmmLrzmmm.-^^—^jj&my'-^cowm^-''^ 

17. milB^-Sif:/D y (KRB) (i. i3i^$«i|:t3*&i^ ^ ti. 
tUB3i3#^fi£f$^*^SM5^£t5^nfe^ — H*f >>/ ^ (KRB) {3ov>-r ©Bf-^^ 
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W o 

19. mimmn^mmit. ^^iz. 

mB&mm^m^ikmizp^mLrzm 2 (Dm.-^^-^mmy'-'^\zm^\^xmmB,m 
mi^^iz^m^titzm^y"—^ izMt-^^2 (Dm^^—^^mi^xmm 2 ©m-^^ 
-izm^ <w.^mm^mM^^9'-'p\zni.xmn-r^m^m^Bm:& dot^^— 

^mm^izmnT^mm^^'r^zh^wwLtt^m^cDmmm 1 3]®iBm® 

mmBmmmiz^m^nrzmif,mm:^tirz^:^^~^-^mmi-^ tt<biz^ 
u-^n^'T—i'\zmm(Di>-( 

^^^f—'^^mmi.fzmm^mmm.om'&i'^xs^^v'^^'iy^ 1 Ttmu^mmm 
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hO=g.^t3'ft*Q^tlfc^MBt^Jt*^ (ATS) ^3S^V^T5^-^ 
HuiBgMB^^iJti^ (ATS) (Dni3U^tirzllik±(Dn^^if hii'^r^^yu ^^^^7 

^my'—'^ tmM^mmMmm (ats) ^^ts-^tn ^ ^y'—-^mm(D-(timmm. 

o 

2 2 . fulBBt-^MS^^ii. 
2 3 . iulBtg^gH^^gtt. 
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mmmmzMt ^mmMMhiti: ^Simm^^mf ^ ^ y :^—y.^m.-^m 

2 t: »y h OE M I (Encryption Mode Indicator) ^fiSO KE M I ^::S■^V^THB 
^ cDS^Uff CD <^ $|JI® f § ^ W -r -g) ^ i: ^ ^ lS5f< ffi ^ 

<b ^ — ^ ^ fig b T HU 13 13 ^ ^Jl ^ t" 5^ — ^ ® Bt ® S ^ ^ ^ fi]^ -l- a 
2 6. HU§3Bg-^<b^— — ^(i. 1ti!c®fi#Ss3^^gt::43V>-r^t®«ii v 

2 7. fffiBB^-^-fb^-^fig^T^^-^s^ji. ^•^(omm.Wkmzn^o^^ ^T^- 

2 8. BUB3tifSsB^;&^^34^V^T^ 
HulB^ — h'^-«Mff RJtg:fe^-i: bTaJ5g^tl> M«fmS bT f±Mfr ^ 

J; DHg-^fb bfc^-S«f7*n ^ (KRB) ^Jlif?*^i:^§ y -:7®t»fg 
l3@^Sl3iB^1-:5^»figT'$) i9. 
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mm^-mm^n !7 (krb) (Dm^mMiz^y> , mmmm^~-\'^—^m 

3 0. MlBBf-^Ma^lT^ 

^iliRe5{c:^=ff f-SC ii^^Np^ii-r^SltAlcOggH^ 2 5 JRiB«6®t»$SBB^;&^o 
3 1 . mlZ^^mMTsv^ ^y 

a^n;^cv^^5'-:5r-i:. iB^?l£^*:S^0l3^irl#:igS'J^T-^^5=>f I D i:. 

HuiBiB^J^Ef^^3iB^-r^^5^— <57 @*®<5' mfgiB^^motisu^ 

i3^^#:ia^(Z)B3M*Af^figSij^-r-fe^x^ I D i:. 
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3 2 . mummmm:^mt. ^ e> 

;g»=g.y^•^ «y h IZ^m^Mmm (ATS) ^<t;!jn-rs h ^ y^^^f^- h • h U - A 
HulBSMB^^JtilS (ATS) CDftSn^nfe 1 Ji/.±CD.'l>^>;/ h:ipe>:fe-g, IT'D >y 

fflT^— ^ i:HuiBSMB$^jtt^ (ATS) ^^ts':^u ^y=—'^mm<Dnm'mm-^ 

34. gfjlBti^SIB^:^?*}*. ^e>{3. 

35. iulBti^iB^:^^{is ^ e> ts 

n l^-^P^®-r^>tJ?)®ntf-aiJ^ffi#g^ UT© 2 li'V hOEMI (Encryptio 
n Mode Indicator) ^iigij Us MEM I ^c^ov^■ri3^^.^*^::^■r-5HB^I^^T® rJ 
S^ftiJfp-ri.C h^#6gCi:1-<g.Bl5!cO«gH^2 5 JRiB^CDtS^IBM^^o 
3 6. iB^^«f**^^tS^<&W^-ri.ffi^ll5fe;^^-C^ Ds 
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3 7. mt^w.^^-^mmy'-'^it. mmcD^^mmummiz^i^^xi^mtji'^:^ 
^ ~-^-x$} ^ :l t^<^mtir ^m^commm s 6Mmm(Dmmw^:^^o 
3 8. mmm.^^-^i^my'-^it. m^on-imm^izmmo^i-T' ^ t^—x 

3 9 . mmmmn^:&mz:ss\^^x. 

MfBy- F^-iiHif Rjt^^c^-ji bT^^^n. ^mmmizm{.xi±mm ^ 

-^3 J: DBt^YhLfc^-M*lf:^D <!7 (krb) ^wmMMttj^^V — y (Dmm 

n^mmizm^-r^mmx:^ d ^ 
mm^-wmyu (krb) (Dm-^mmiz ^ . HuiBHif^- b'^-^m 

^m^titz-mi^m-^izMjits-r^m.'^^'-^^my'-^ ^mm \.xw.^^-^^m 

4 1 . HuiBM$BW^*^{i. 
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4 2. Hfii3m-^^2fLa;:^7^^yr{is 

'f» fBiBM^g ^ ti fetsf^^a ^ n X' - ^ - -r ^ ^ 'fe t s 

W^IB^^B ^ ti fe«ISI3^^e © @* ^- T- T^^W ;^ ^ - h 
33^^*#:A^^. 

i30^^.#iH*©l3^^.#:i§!5Sa^T-fe^7^^ I D 



wo 01/78300 



PCT/JPOl/02963 



87 

^^^y hcD^^izum^tiTz^mmMmm. (ats) izm-^^^^xy'-'^^iiitiMm 

luiB^MB^F^Jtg^ (ATS) (J>{^1S\^t\.tz\\^X±.(D)^>T V Vi:s^tbti.^yu V ^ 

^my'—^hLmm^mmMm^ (ats) ts^u y ^ y'—'S^m^ cDntumn 
4 4. t)iBm-^^!as;^7^>y rfi. 

4 5. BUiBti$gW^^r^(±. 

4 6. tulB«#S^;5&{i. ^^iz^ 

n \f~-^mmir^rzlsb(Dzt \^ — mm^^tl^X(D 2\^y h®EMI (Encryptio 
n Mode Indicator) >&iS5SiJ b^ ME M I {3S■:3v^TiB^^^I#:^3tSi^^tlfe5^ — ® 
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